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Uncover New Revenue Streams 

You may think that the only solution for your old computing equip- 
ment is to throw it out yourself or find a disposal company to take it 
off your hands. However, if you take a closer look at the true value of 
your IT assets, you may discover that they have a secondary market 
value. Turn to the Essential Business Tech department to learn more 
about how XTechnology Global makes it simpler and less expensive 
for companies with data centers to replace equipment. 
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NEW EPSON LINE TARGETS ARCHITECTS, 
ENGINEERS & GIS PROS 

> Epson America designed its recently launched SureColor T-Series line of large-format 
color plotters especially for engineers, architects, and professionals tasked with GIS (geo- 
graphic information system) projects. Including what the company calls "an unprecedented 
combination of precision, performance, and value with the fastest plotting speeds in its 
class," the plotters also use a new type of ink for sharp, smudge-free, archival printing on 
virtually any media. Currently available through Epson resellers, the SureColor T-Series 
products are Epson's first offerings for engineering and scientific markets. 



Epson's new SureColor 
T-Series are large-format 
plotters for engineering 
and scientific markets. 



SECURITY SURVEY REVEALS 
WEAKNESSES IN IT PLANNING 

>- The lead message from Ernst 
& Young's "Global Information 
Security Survey 2012" is that ad-hoc 
security solutions are no longer good 
enough for organizations attempting 
to keep modern cyber threats at bay. 
The annual survey, which this year 
involved 1,850 CIOs and other secu- 
rity executives worldwide, revealed 
that 31% of organizations were hit 
by "a higher number of security inci- 
dents in the last two years" and 77% 
of agree "that there is an increasing 
risk from external attacks." Still, 63% 



said their organization does not have 
a strong security framework in place 
and a mere 16% indicated their cur- 
rent security measures meet their 
organization's needs. The report con- 
cludes that IT must improve not only 
to meet current threats, but also to 
address upcoming government and 
industry regulations. 

ABERDEEN GROUP 
TOUTS BENEFITS OF 
VIRTUAL PATCHING 

In a report published by Aberdeen 
Group and posted by Trend Micro, the 
research firm examines the downtime, 



workarounds, and regression testing 
involved in the methods (such as the 
usual "Patch Tuesdays") many IT 
departments employ to cope with 
regular influxes of patches and emer- 
gency patches for critical system soft- 
ware. The report found that most 
companies are able to deal with vul- 
nerabilities regardless of patch avail- 
ability, and indicated that only 58% 
of vulnerabilities discovered in 2011 
had patches available the same day. 
Overall, Aberdeen Group suggests 
that virtual patching is beneficial to 
staying on top of patches. To under- 
score its point, Aberdeen Group stated 
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that "leading organizations" are twice 
as likely as "lagging performers" to 
employ virtual patching. 

MOBILE MARKET SEES 
INCREASE IN DATA, DECLINE 
IN TEXT MESSAGES 

> Data now accounts for about 43% 
of revenues in the U.S. mobile in- 
dustry service market, according to 
a new report from Chetan Sharma 
Consulting. The mobile data market 
grew 3%, to $19.9 billion, during the 
third quarter and is on track to ex- 
ceed $80 billion this year. During 
the quarter, U.S. mobile operators 
added 2.4 million new subscribers, 
and smartphones accounted for more 
than 75% of devices sold, Chetan 
Sharma reports. The quarter marked 
the first time the United States 
market saw a decline in both the total 
number of SMS messages and total 
messaging revenue. Chetan Sharma 
notes that it's too early to tell if the 
decline will continue or if the market 
will "sputter along before the decline 
takes place." 

ENTERPRISES FACE MOBILE 
CHALLENGES 

> Because of the increased popularity 
of tablets and functionality of smart- 
phones, much of the network traffic 
and corporate data that was once the 



primary domain of enterprise PCs is 
now being shifted to mobile devices, 
according to research firm Gartner. 
"Securing corporate data on mobile de- 
vices is a big challenge, but one that 
companies must embrace," says Phil 
Redman, research vice president at 
Gartner. "Enterprises are struggling 
with how to support and secure this 
dynamic workforce." 

Gartner offers several predictions 
in the mobile market for the coming 
years: 

• 65% of enterprises will adopt a mo- 
bile device management solution 
over the next five years for their 
corporate liable users. 

• 90% of enterprises will support two 
or more mobile operating systems, 
at least through 2017. 

• Apple's iOS continues to gain in 
the enterprise space, with many 
companies having moved to it as 
their main mobile device platform 
during the past year and many 
more enterprises expected to stan- 
dardize on iOS in the next 12 to 
18 months. 

• Tablets have been one of the 
fastest-growing enterprise devices 
in the past 18 months. Most com- 
panies and users are supporting 
tablets for limited usage, but users 
are pushing for support for more 
enterprise applications. 



CONNECTIVITY, DISASTER 
RECOVERY DRIVE 
ETHERNET MARKET 

> Revenue in the Ethernet market 
will grow from $5.2 billion this year 
to $9.2 billion in 2016, according 
to IDC. The biggest contributors 
will be high-bandwidth applica- 
tions such as data center connec- 
tivity, disaster recovery/business 
continuity, and data storage repli- 
cation, the research group reports. 
"Enterprises are increasingly uti- 
lizing 100Mb, gigabit, and even 
10Gb Ethernet services for do- 
mestic and international WAN 
networking," says Nav Chander, 
IDC research manager, Enterprise 
Communication Services. The 
growth of Ethernet access as an 
alternative to leased lines for ac- 
cess to other services is also con- 
tributing to the growth in demand, 
Chander says. 

FCC TO BOOST 
MOBILE SPECTRUM 

>- The Federal Communications 
Commission is on track to make 
300MHz of new wireless spectrum 
available for commercial networks 
by 2015, according to a recent 
speech given by FCC Chairman 
Julius Genachowski, with 500MHz 
available by 2020. "To put the 
300 [MHz] and 500MHz numbers in 
context," Genachowski says, "con- 
sider this: when we released the 
plan, 500MHz represented almost 
a doubling of the supply of spec- 
trum for broadband." Genachowski 
says that the United States is in a 
"small group at the very top tier 
of countries" when it comes to 
making wireless spectrum available 
for broadband and is committed to 
meeting its targets to stay ahead. 

SURVEY SHOWS TWO SIDES 
TO PUBLIC CLOUD SERVICES 

>■ The increased adoption of public 
cloud services is cannibalizing IT ser- 
vices spending, particularly in the 
data center, according to Bryan Britz, 



KASPERSKY HELPS FACEBOOK CURB MALWARE 

>■ The Internet can be a dangerous place, and malicious software tends to 
spread most widely and easily via the most popular search engine results and 
gathering places on the Web. It makes sense, then, that Facebook would seek 
an expert security company to help keep its pages and customers safe, which is 
exactly what the social network service has accomplished through its new part- 
nership with digital security firm Kaspersky Lab. Kaspersky Lab now provides 
Facebook with real-time data about the latest malicious software and websites. 
Facebook, in turn, can now provide this information to its users in the form of 
alerts. With more Facebook users warned of impending risks, the result will be 
fewer computer infections. 
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research director at Gartner. But at 
the same time, he says, "Public cloud 
adoption offers service providers the 
opportunity to accelerate externaliza- 
tion of spending for the non-public 
cloud workloads and IT operations 
and service management responsibil- 
ities in tandem with clients pursuing 
a public cloud initiative." Gartner re- 
search shows that 19% of organiza- 
tions are using cloud computing for 
most of production computing, and 
20% are using storage as a service for 
all, or most, storage requirements. 
Public cloud adoption varies by ser- 
vice, Gartner reports, with IaaS (in- 
frastructure as a service) moving into 
production environments. Adoption 
of PaaS (platform as a service) shows 
the growing importance of public 
cloud services for organizations that 
are adopting cloud infrastructure. 
SaaS (software as a service) adoption 
continues to reduce the total market 
available for application outsourcing, 
according to Gartner. 

STUDY: BIG DATA RESULTS IN 
BIG INCREASES IN JOBS 

> Big data, or the creation and ac- 
cumulation of huge amounts of 
structured and unstructured data 
from the countless sensors, sys- 
tems, and programs in use today, is 
having an exciting impact on jobs, 
according to Gartner. The research 
firm predicts that, by 2015, 4.4 mil- 
lion IT jobs worldwide will be cre- 
ated to support big data, with 1.9 
million IT jobs in the U.S. alone. But 
perhaps the more promising part 
is that, in the U.S., every IT job re- 
lated to big data will create employ- 
ment for three people outside of 
IT, says Peter Sondergaard, senior 
vice president at Gartner and global 
head of research. That adds up to 
about 6 million jobs during the next 
four years. The downside? "There is 
not enough talent in the industry," 
Sondergaard says. "Our public 
and private education systems are 
failing us. Therefore, only one- third 
of the IT jobs will be filled." 



RESEARCHERS SAY SMBS USING 
(BUT NEED HELP WITH) SOCIAL MEDIA 

> A 2012 study from SMB Group examining the ways small and me- 
dium-sized businesses use social media found that "structured users" 
(those with a plan) were generally happier with the results social media 
delivered compared to "ad hoc users." According to Sanjeev Aggarwal, 
SMB Group founder and partner, "The needle for SMBs using social 
media as part of a planned, corporate strategy has barely moved at all. 
More SMBs are using social media, but they lack the solutions, exper- 
tise, and guidance to integrate them with other business processes and 
use them more effectively in their businesses." The data below from 
SMB Group indicates the pertinent differences. 
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PC SHIPMENTS DECLINE, 
BREAKING 11 -YEAR STREAK 

>■ According to the latest sta- 
tistics from IHS iSuppli Compute 
Platforms Service, the total number 
of PC shipments for the year will de- 
cline from 352.8 million units in 2011 
to 348.7 million units in 2012. That 
is only a 1.2% decline, but it is sig- 
nificant in that it marks the first such 
year-over-year decline in the past 11 
years. Craig Stice, senior principal 
analyst for computer systems with 
IHS, recalled that there was hope 
for a rebound in the first half of the 
year, but said "the usual boost from 
the back-to-school season appears to 
be a bust . . . and the industry is now 
training its sights on 2013 to deliver 
the hoped-for rebound." 

MARKET FOR 
HIGH-PERFORMANCE 
SERVERS REMAINS FLAT 

> Although revenue in the worldwide 
HPC (high-performance computing) 
server market dropped slightly year- 
over-year during the second quarter, 
IDC maintains that the overall market 



will grow 7.1% this year to reach $11 
billion. During the second quarter, 
revenue was down 0.9% compared to 
a year ago, and shipments dropped 
more than 21%. Revenue in the market 
for high-end HPC systems, classi- 
fied as those selling for $500,000 or 
more, was up 21.8% from the first 
quarter. But revenue in the workgroup 
HPC market, or those selling for less 
than $100,000, was down 13.9% from 
the first quarter. 

GOVERNMENT SAVING 
BILLIONS IN IT SPENDING 

> The government will save about 
$2.5 billion over the next three years 
by consolidating systems, buying in 
bulk, and ending or streamlining off- 
track projects, according to Jeffrey 
Zients, deputy director for manage- 
ment at the Office of Management 
and Budget. The savings are part 
of PortfolioStat, which is the "coor- 
dinated effort" federal government 
agencies are undertaking to "scour 
their IT budgets to find unnecessary 
IT spending and develop a plan to 
root out waste," Zients says. As part 



of PortfolioStat, he says, agencies 
are collecting and analyzing base- 
line data on 13 specific types of com- 
modity IT investments, including 
infrastructure, business systems, and 
enterprise IT. 

TECH INDUSTRY GAINS JOBS 

V In the first six months of this 
year, the high-tech industry added 
about 100,000 jobs, according to 
the latest job report from the 
Tech America Foundation. In the 18 
months studied for the report, the 
tech industry added jobs in 16 of the 
months, with the total number of 
jobs in the high-tech field growing 
3.3%, to about 6 million jobs. "While 
the growth has been modest, it is up 
and fairly consistent," says Matthew 
Kazmierczak, senior vice president, 
TechAmerica Foundation. The re- 
port looked at jobs in four sectors: 
tech manufacturing, communica- 
tions services, software services, and 
engineering and tech services. The 
number of jobs increased in all sec- 
tors except communications services, 
according to the report. 



RESEARCH SHOWS HOW HYPERCONNECTED WE ARE 

> Recent research from the Pew Internet & American Life Project, which focused mainly on how 
technology and multitasking affects Millennials, indicated that more people (52% of those surveyed) 
believe tech-influenced changes in how we juggle personal- and work-related tasks will produce 
positive outcomes. A minority (42%) anticipated negative outcomes. The research also provided a 
snapshot of just how hyperconnected we are, as the following stats indicate. 



Use social networking site(s) 
Share photos and videos 
Contribute rankings and ratings 
Create content tags 
Share personal creations 



Post comments on websites and blogs 
Use Twitter 

Maintain a personal website 
Remix content 
Write blog posts 
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USERS DOING MORE WITH MOBILE CONTENT 

> The latest quarterly report from comScore about mobile subscriber market share includes statistics 
about how people use their mobile phones, as well. As this chart indicates, users are doing a little more 
of everything, whether their phones are smartphones or standard mobile phones. 





Quarter Ending May 12, 2012 


Quarter Ending Aug. 12, 2012 


Sent text messages to another phone 


74.8% 


75.6% 


Used downloaded apps 


51.1% 


53.4% 


Used browser 


49.8% 


52% 


Accessed social networking site or blog 


36.7% 


38.3% 


Played games 


33.5% 


34% 


Listened to music 


27% 


28.3% 



TABLET DISPLAY SHIPMENTS 
SKYROCKET IN 2012 

>* If you're looking for a good in- 
dicator of how strong the tablet 
market is right now, consider the 
latest figures from research com- 
pany IHS about the tablet display 
market. According to IHS, manu- 
facturers are expected to have 
shipped 126.6 million tablet dis- 
plays in 2012 by year's end, which 
marks a 56% increase over the 2011 
total of 82.1 million tablet displays. 
IHS says that 59% of the shipments 
(about 74.3 million units) are in the 
9.x-inch category, which is domi- 
nated by Apple's iPad. 

SECURITY SPENDING 
REMAINS HIGH 

> Enterprises don't appear to be 
cutting back on security-related 
spending, Gartner reports, in spite of 
continued pressure on IT budgets. In 
fact, Gartner expects that worldwide 
spending on security will be up 8.4% 
this year, to $60 billion. By 2016, that 
number should reach $86 billion. 
IT outsourcing (managed security 
services), secure Web gateway (ap- 
pliance), and SIEM (security infor- 
mation and event management) are 
the three fastest-growing segments, 
according to Gartner. In the Gartner 
study, about 45% of respondents ex- 
pect to increase their security bud- 
get this year, 50% expect it to stay 



the same, and 5% expect their bud- 
get to decrease. 

BUSINESS DEMAND TO SPUR 
ULTRAB00K SALES 

> In its new report, "Ultrabooks 
Market To 2016," GBI Research indi- 
cates that the relatively new Ultrabook 
market will experience a 69.2% CAGR 
from 2012 to 2016, with global sales 
reaching $75.8 billion in 2016 compared 



to $1.3 billion in 2011. This encouraging 
prediction runs counter to less enthusi- 
astic forecasts for the Ultrabook market, 
but GBI Research suggests that con- 
tinued support from Intel (including 
financial support) combined with in- 
creased demand among business users 
(those seeking computers that combine 
lightweight, low-profile features with 
high performance) will significantly in- 
fluence sales. 



LOOKING TO IMPROVE SALES? THINK MOBILE 

> As recently as two years ago, it wasn't necessarily a make-or-break deal if a retail 
entity didn't have a well-functioning mobile version of its website. Much has changed, 
however, as smartphone ownership and mobile website usage have increased dra- 
matically. Based on a July survey conducted by SmithGeiger and Sterling Research on 
behalf of Google, the following chart shows the percentage of smartphone users who 
indicated certain tasks as "most important" when using mobile sites. 



I Get directions or operating hours 
I Contact the store 



I Find product information 

I Make a purchase or order a service 
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STARTUPS 




TM 

Lemon 



LEMON LAUNCHES DIGITAL WALLET 
SERVICE DEVELOPMENT PLATFORM 

> For those who are tired of stuffing credit cards, 
receipts, loyalty cards, gift cards, and tickets into 
their wallets, Palo Alto, Calif.,-based Lemon claims 
to have a solution: an app-based digital wallet where 
images of cards and receipts combine with a cloud- 
based service to help customers rid their wallets of 
so much plastic and paper. The company recently 
launched the Lemon Platform for Publishers in a 
move designed to inspire developers to build on 
Lemon's " Smarter Wallet ecosystem." The platform 
is open to all developers. 
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DIY MEDIA 
2^ DISTRIBUTION 

SERVICE RAISES $1M 

> Pivotshare offers a simplified 
mechanism for digital media content 
producers to distribute and monetize 
their content. Whether it be through 
Internet streaming, subscription mod- 
els, or monetized single-view solu- 
tions, Pivotshare helps content-makers 
create their own digital media distri- 
bution channel and provides all the 
tools necessary to upload content, pro- 
mote content via social media integra- 
tion, obtain statistics about viewership, 
and draw revenue from that content, 
among other services. Recently the 
Irvine, Calif.,-based Pivotshare received 
$1 million in Series A financing from 
TownsgateMedia. The company's plans 
now include tailoring services to busi- 
nesses and associations. 



D0CTRACKR SECURES 
$2M IN SEED ROUND 

> Web-based file storage and sharing 
services continue to become increas- 
ingly popular among consumers. 
Businesses are interested, too, but 
most remain wary due to security 
concerns. These concerns have cre- 
ated opportunity for the Boston-based 
startup docTrackr, which bills itself 
primarily as a security company and 
provides a cloud file storage and col- 
laboration service designed to safe- 
guard users' data. With docTrackr, 
customers can control exactly who can 
access, edit, print, and share docu- 
ments; customers can even destroy 
documents remotely so they don't 
stray. The company recently earned 
$2 million in a seed round led by Atlas 
Ventures and with participation from 
Polaris Venture Partners. 

DATABASE VI REALIZATION 
COMPANY PARELASTIC 
RAISES $1M 

> What is a company to do when 
a single database server falls short 
for its employees? Waltham, Mass.,- 
based ParElastic's solution is a 
novel one: its ParElastic Database 
Virtualization Engine is designed to 



solve the problem "by making mul- 
tiple database servers work together 
as a single virtual database, and pro- 
visioning only the resources needed 
to satisfy the demands of the appli- 
cation at any given point." Others, 
including Boston-based venture cap- 
ital firm CommonAngels, see value 
in ParElastic's proposition and have 
seen fit to provide $1 million in fi- 
nancing in addition to $3 million the 
startup previously raised. 

IT INFRASTRUCTURE 
STARTUP SIMPLIVITY 
SNARES $25M 

>■ SimpliVity, the Westborough, 
Mass., -based startup behind the 
OmniCube platform and appliance, is 
$25 million richer following a Series B 
funding round led by Kleiner Perkins 
Caufield & Byers. SimpliVity plans 
to put much of this money into mar- 
keting for its OmniCube products. 
"OmniCube," SimpliVity states, "en- 
compasses all of the requisite IT in- 
frastructure and functionality," and 
thereby makes life simpler for com- 
panies with virtual environments. 
Including the latest round of funding, 
the company has raised $43 million 
so far. 



Easily make money 
with your digital media 
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New Revenue Streams 

Asset Recovery Programs, Remarketing, Recycling & Data Compliance 



When it's time to upgrade your 
infrastructure, migrate to the cloud, 
or complete a virtualization project, 
you may think that the only solution 
for your old computing equipment 
is to throw it out yourself (and pay 
the associated fees) or find a disposal 
company to take it off your hands 
(for a charge or for free, depending 
on the equipment and the service). 
However, if you take a closer look 
at the true value of your assets, you 
may discover that they have a sec- 
ondary market value. If the asset is 
fully depreciated, it can become a 
newfound revenue stream that can go 
back into the IT budget. 

Since 2008, XTechnology Global 
( www.xtglobal-usa.com ) has used the 
combined experience of its manage- 
ment and employees to make it sim- 
pler and less expensive for companies 
with data centers to replace equip- 
ment. WeTl show you the many IT 
asset services that XTG offers starting 
with its remarketing and environ- 
mental sustainability strategies. 

REMARKETING 

Asset recovery is gaining a 
higher status as a way to recoup 
dollars for the often strapped IT 
budget. In today's dynamic IT 
world, it makes sense now more 
than ever to have a program in 
place to recover any possible rev- 
enue from aging hardware from the 
data center to the desktop. Every IT 
department, however, has specific 
needs, so there isn't a one-size-fits- 
all solution to asset recovery plan- 
ning. The data center, for example, 
is different from the telecom group, 




which in turn is different from the 
desktop group, all due to varying 
refresh rates. 

This is where XTechnology Global 
comes in, as it designs custom pro- 
grams for each respective client. 
When replacing older gear, XTG 
performs a detailed market analysis 
based on client-provided equipment 
and configuration lists. Once com- 
plete, a detailed asset report is as- 
sembled at the client site or at XTG. 
Equipment is then either sold in its 
entirety or disassembled and sold by 
the part — whichever provides max- 
imum value. 



DATA ERADICATION, 
REPORTING & COMPLIANCE 

If you're planning on completely 
replacing storage solutions and 
other IT equipment, take a look at 
the asset recovery services provided 
by XTechnology Global before pro- 
ceeding. The company eradicates 
the data stored on old hard drives 
using one of fifteen programs and 
handles all hard drive configura- 
tions, including IDE, SATA, SAS, 
Fiber Channel, and SCSI. Among the 
programs used are Secure Erase and 
IX NIST Clear, both of which adhere 
to the NIST 800-88 specification, the 
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latest media sanitization guidelines 
set forth by the U.S. Department of 
Commerce. 

Before getting rid of old drives, 
consider repurposing. For instance, 
if you're looking to upgrade to solid- 
state drives, it might be possible to 
save money by repurposing your old 
hard drives as mass storage devices 
for non-mission-critical data. This 
will lower your costs for additional 
storage and help lower your overall 
IT budget. If drives are to be remar- 
keted, XTechnology Global can get top 
dollar in the secondary market from 
the tested, wiped drives. 

There are some situations where you 
may not want to reuse hard drives or 
other pieces of working equipment, 
which is why XTechnology Global also 
offers remarketing services. XTG will 
simply take your equipment, refurbish 
it, and resell it, sending a percentage 
of the final sales total back to you. In 
essence, you can use money from the 
sale of your old equipment to help pay 
for your new upgrades. And if you're 
reselling used hard drives, XTG will 
destroy stored data to ensure that fu- 
ture buyers won't have access to it. 

Drives that do not work or cannot 
be remarketed are degaussed and 
shredded, allowing for zero breaches 
in data security. All reporting con- 
tains the date, time, program run, part 
number, serial number, operator, and 
pass /fail of device. Each report pro- 
vides the client with a detailed list of 
all storage media assets, which can be 
further traced back to the main asset 
from which they came. 

Regardless of your industry, there is 
bound to be data residing on your hard 
drives and other storage devices that 
shouldn't be released to the general 
public. Such data includes customer 
information, employee Social Security 
numbers, and sensitive financial data. 
Having this data stolen could result 
in a loss of reputation as well as cus- 
tomers. XTechnology Global under- 
stands how important it is to protect 



your company's vital information and 
makes sure that every piece of equip- 
ment is fully wiped before it leaves its 
facility or yours. Once complete, the 
client is in compliance with Sarbanes- 
Oxley, HIPAA, FACTA, and the 
Graham-Leach Blily 
Act. 



pany will send XTG trucks to your 
data center, pick up the equipment, 
and personally bring it to a logistics 
center closest to you. XTG currently 
has facilities, all of which use the same 
eradication process, near major metro- 



ENVIRONMENTAL Regardless of your industry, 
SUSTAINABILITY there is bound to be data residing 

(RECYCLING) Qn ur drives anc [ ther storage 

Due to state and fed- y . 

erai legislative compii- devices that shouldn t be released 

ance issues, removing to the general public. 

IT gear and tossing it in 
landfills is no longer an 
option. XTechnology 

Global, with its ISO and R2 certifi- politan areas across the country, and 
cations, provides for a program that the company is constantly seeking ex- 
tracks all recycled products. pansion opportunities to accommo- 

If for any reason your equipment date increasing client demand, 

isn't fit for repurposing or remar- As an extra layer of monitoring, 

keting, XTechnology Global can still XTG provides GPS-based tracking 

take it off your hands and safely re- of your assets and their transport ve- 

cycle it. XTG has a zero-export policy hides, so you will always know ex- 

for e-waste, along with a zero-toler- actly where your equipment is located 

ance policy for e-waste in landfills. for compliance and auditing reasons. 

After receiving your equipment, XTG Plus, you get the added assurance that 

eradicates data (if necessary) and your equipment is always under XTG 

sorts components via its de-manu- supervision and not floating around 

facturing process. Sorted materials, between multiple carriers, 
including glass, paper, plastic, tin, 

PCBs, and aluminum, are aggregated ONE-STOP SHOP 

and recycled. XTechnology Global can provide 

The ultimate goal of this process is repurposing, remarketing, recycling, 

to give your company peace of mind and other IT asset management ser- 

that equipment is being disposed of vices for almost any company or 

or recycled safely in order to mini- data center. In addition to servers, 

mize the amount of waste being re- power supplies, tape libraries, and 

leased into the environment and hard drives, XTG can also remarket 

atmosphere. All reporting is based on or recycle desktops, laptops, and 

the W.A.R.M. model, which provides televisions as well as wires, cables, 

clients with full disclosure of all prod- and other smaller components. Every 

ucts that were recycled on a quarterly piece of equipment gets the same 

and yearly basis. level of respect, with extra atten- 
tion paid to sensitive data on storage 

LOGISTICS devices. Whether your company is 

XTechnology Global doesn't rely going through a small update or a 

on non-affiliated transport services to major upgrade, XTechnology Global 

ship equipment from your company will help you find the hidden value in 

to an XTG facility. Instead, the com- your old equipment. 



XTechnology Global | (978) 539-8310 | www.xtglobal-usa.com 
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Big Data & Storage 

The Impact Rapidly Increasing Data Growth Has On Data Centers 



Arguably, there's never been a 
better time for businesses to be ex- 
cited about the data their employees 
and business units are generating. 
Software such as analytics and busi- 
ness intelligence are enabling orga- 
nizations to harness big data to gain 
greater insight into their customers 
and business processes, resulting in 
new avenues of revenue and profit- 
ability, improved customer commu- 
nication and retention, reduced IT 
costs, and other benefits. 

On the other hand, data is being 
generated perpetually and at un- 
precedented levels due in large part 
to the massive numbers of mobile 
and Internet-connected devices 
now in use. Further, effectively 
processing and analyzing the huge 
amount of structured and unstruc- 
tured data these devices generate 



in the form of geolocation, audio, 
video, and photo files; tweets; Web 
posts; and other unconventional 
data files is difficult via traditional 
databases and software. 

Thus, although businesses are justi- 
fiably interested in adopting big data 
initiatives, there's the pertinent ques- 
tion of how adopting and preparing 
for a big data initiative will impact the 
data center in terms of storage. 

STATE OF STORAGE 

Undeniably, data is growing 
at staggering levels globally. IDC 
Research ( www.idc.com ) reported that 
in 2000, all new data created glob- 
ally totaled about 2 million terabytes. 
Currently, double this amount is gen- 
erated daily. Last year, IDC reported 
that 1.8 zettabytes (1.8 trillion giga- 
bytes) was generated worldwide, and 



by 2015 roughly 8,000 exabytes will 
be generated and stored globally. 

Helping produce this data are 
smartphones, tablets, digital cameras, 
mobile sensors, smart meters, and 
other always-connected devices, in 
addition to offline and mobile data 
that makes its way onto company 
networks. Although individuals gen- 
erate 75% of data in the digital uni- 
verse, IDC states, enterprises have 
some liability for 80% of it during 
the data's digital lifespan. In coming 
years, this situation will continue, 
though IT staff pools tasked with 
managing data are predicted to grow 
only slightly. Moreover, IDC states 
that digital growth is outpacing 
storage capacity growth. 

Elsewhere, in a recent survey of 
30 enterprises, Aberdeen Group 
( www.aberdeen.com ) found 58% of 



Key 
Points 



Data is generated at 
unprecedented levels, 
making processing and 
analyzing information 
difficult using traditional 
databases and software. 



Many big data vendors are 
including infrastructure and 
software in their appliances 
to alleviate pressure and 
guesswork facing SMEs con- 
sidering big data initiatives. 



::: When developing a big 
::: data strategy, an SME 
::: should thoroughly assess 

its data model, data types, 
; volumes, and potential 

business intelligence. 



Storage end users that 
currently deploy or plan to 
::: deploy storage and/or data 

efficiency technologies in 
::: data centers typically adopt 
::: technologies in stages. 
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SMEs will "need to have capabilities built 
into their storage devices, as they have 
few, if any, trained IT resources to manage 
the process." 

Dick Csaplar 

senior research analyst, storage and visualization, Aberdeen Group 

"More progressive and aggressive com- 
panies may need to update backup pro- 
cedures to accommodate an increased 
amount of data retention, and therefore 
upgrade backup infrastructure. Tape is 
actually very good for this purpose." 

Ben Woo 

managing director, Neuralytix 



respondents listed the growing 
demand for storage capacity as 
one of their three top IT job pres- 
sures, "making it by far the most 
widely felt concern among profes- 
sionals from companies of all sizes." 
Aberdeen's research also revealed 
that storage capacity in enterprises 
grew 35% from 2010 to 2011, al- 
though 8% of those surveyed indi- 
cated data grew between 90% and 
140%, while another 6% said it in- 
creased more than 150% per year. 
The average growth for large en- 
terprises was 44%, a rate Aberdeen 
states would require data capacity 
to double every 1.5 years. "Unless 
organizations get smarter and more 
efficient, they will almost annually 
need twice the number of storage 
devices, twice the space in the data 
center, and twice the personnel time 
and effort to manage their business 
data," Aberdeen states. 

A recent CompTIA survey of 500 
U.S. businesses found that many re- 
spondents must address basic data 
needs and technology infrastructure 
before launching big data initiatives. 
"Substantial" obstacles indicated as 
existing related to high or moderate 
degrees of data silos within organiza- 
tions, many organizations lacking a 
complete or accurate understanding 
of their data profiles, and few com- 
panies having comprehensive busi- 
ness continuity and disaster recovery 
plans in place. 

BIG DATA'S STORAGE IMPACT 

In terms of storage and other 
data center infrastructure compo- 
nents, tackling a big data initiative 
can prove a major challenge for any 
business no matter its size. SMEs 



(small and medium-sized enterprises) 
specifically, says Dick Csaplar, Ab- 
erdeen Group senior research analyst, 
storage and virtualization, "will need 
to have capabilities built into their 
storage devices, as they have few, if 
any, trained IT resources to manage 
the process." 

John Robosson, Navint ( www.navint 
.com ) partner, says big data com- 
prises a "vast array of heterogeneous 
data sources that requires careful 
analysis to determine an overall big 
data strategy." The notion that an av- 
erage SME can "capture, store, and 
analyze all data to produce mean- 
ingful business intelligence isn't often 
achievable," he says, which is why 
it's imperative to develop a big data 
roadmap first. Big data's biggest im- 
pact on data center infrastructure, he 
says, will involve nonrelational and 
unstructured data that a company 



determines has business intelligence 
value. "Capturing, indexing, storing, 
and retrieving new data types will 
present significant challenges to most 
SME data centers," he says. 

Ben Woo, Neuralytix ( www.neuralytix 
.com ) managing director, doubts SMEs 
will introduce in-house big data ac- 
tivities in the near future but does 
foresee a surge of big data-as-a-ser- 
vice offerings popping up. Here, he 
says, SMEs can leverage cloud storage 
and existing storage. Initially, big 
data likely won't have a major impact 
on an SME's data center infrastruc- 
ture storage-wise, Woo says, as most 
data is already in existing systems or 
sourced from a third party. There will 
be incremental storage necessary to 
support a big data analytics frame- 
work, he says, and as enterprises re- 
tain more data for analytical purposes, 
storage is then "likely to increase quite 



A recent CompTIA survey of 500 U.S. businesses 
found that many respondents must address basic data needs 
and technology infrastructure before launching big data initiatives. 
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"Our surveys . . . suggest that after 
availability, data archiving and data 
migration are next most important 
infrastructural functions in support 
of big data." 



Evan Quinn 

senior principal analyst, ESG 



"Capturing, indexing, storing, and 
retrieving new data types will present 
significant challenges to most SME 
data centers." 

John Robosson 

partner, Navint 




drama tically," with 100% increases in 
capacity demands not being unusual. 

Evan Quinn, ESG (Enterprise Strat- 
egy Group; www.esg-global.com ) senior 
principal analyst, says companies 
should expect big data storage re- 
quirements similar to existing data 
warehousing, data mart, and business 
intelligence solutions. As a result of a 
flood of third-party data into big data 
analytics, new data sources (such as so- 
cial networks), and an increased rate of 
real-time and near real-time data, most 
organizations must be "on their toes 
in terms of information-management 
practices and related storage infrastruc- 
ture," in order to create an ongoing, 
fully functional big data solution. 

To eliminate guesswork from the 
big data equation, Quinn says, many 
big data vendors are wrapping in- 
frastructure and software into an ap- 
pliance, because big data requires 
balancing CPU, memory, compres- 
sion, cache, storage, and network 
bandwidth to work right. Rather than 
storage, he says, availability is the 
biggest hurdle most companies face 
with big data. "And that implies the 
entire infrastructure," Quinn says. 

DEALING IN DATA 

Using responses from dozens of IT 
personnel, Aberdeen Group identi- 
fies three storage tools to help manage 
data growth, with each addressing 
a different challenge associated with 
storing big data. These include storage 
virtualization (manages various data 
types), data compression or dedu- 
plication (managed the size of data), 
and data tiering (manages the speed 
at which data changes). "Using these 
three storage features, organizations 
can reduce the financial impact of 
big data management," according to 
Aberdeen's report. 

Of the three, Csaplar says storage 
virtualization is probably interesting 
to SMEs because they likely only 
have one storage device or multiple 
devices from the same vendor. Data 
deduplication and storage tiering, 
however, "are capabilities available 



today from multiple vendors that can 
be set and forgotten," he says. 

In its "The Economic Benefit of 
Storage Efficiency Technologies" 
study, IDC reported that storage end 
users that currently deploy or plan to 
deploy storage and/ or data efficiency 
technologies in data centers typically 
adopt technologies in stages, begin- 
ning with compression and dedupli- 
cation, then storage virtualization, 
tiering, thin provisioning, and repli- 
cation. IDC identified data compres- 
sion and storage virtualization as the 
two most adopted storage efficiency 
technologies and data deduplication 
as the most desirable for near-future 
implementation. 

In preparing for and managing 
big data-level storage requirements, 
Quinn says existing tools SMEs use 
to predict storage requirements 
"typically suffice for big data ap- 
plications." If acquiring a big data 
appliance, "the levels are largely 
predetermined," though he advises 
ensuring "that storage and CPU up- 
grade paths are clear and pricing 
transparent — expect that the up- 
grades will be required." ESG, Quinn 
says, believes tiered storage and thin 
provisioning will prove key to on- 
going big data operations. 



Robosson says organizations of all 
sizes are assessing methods and tools 
to improve real-time delivery of big 
data analytics. "Traditional SANs may 
in some cases be insufficient, giving 
rise to SSD [solid-state drive] and DAS 
[direct-attached storage] as higher- 
performance options purely from a 
device perspective," he says. Once 
SMEs determine a big data strategy, 
he says, new data storage appliances 
offer good options. 

Where backup and DR (disaster re- 
covery) requirements related to big 
data are concerned, Robosson says, 
"as the data model expands to include 
nontraditional data types and sources, 
so will disaster recovery protocols 
undergo scope changes." Companies 
will need to determine how critical 
new data types are to their opera- 
tions, he says. "In other words, there 
may be cases were conventional DR 
rules might not apply to nontrans- 
actional data (images, video, social 
media, spatial, etc.) vs. relational data 
that businesses rely on for accounting, 
customer service, and routine opera- 
tions," he says. 

For initial big data projects that rate 
as "experimental" or "first-pass dis- 
covery," Quinn says disaster recovery 
and data protection requirements may 
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Understanding the importance and periodicity 
of the data flows for big data are essential, 
and remember the data flows aren't just for data ingest 
but also for feeding data potentially to visualization tools. 



lag behind what companies currently 
require at an existing operational data 
store/data warehouse. As big data 
becomes essential to critical decision- 
making, however, the "big data facility 
and /or apps will rank among the top 
tier of apps, like transactional appli- 
cations," he says. "That implies that 
eventually DR and data protection will 
be extremely important. Our surveys 
. . . suggest that after availability, data 
archiving and data migration are the 
next most important infrastructural 
functions in support of big data." 

Woo explains that some companies 
will view data related to big data as 
derivative, meaning if it's lost, it can 
be regenerated. Others will view it as 
archival, "which means that backups 
should have already been taken of 
the data," Woo says. "More progres- 
sive and aggressive companies may 
need to update backup procedures to 
accommodate an increased amount of 
data retention, and therefore upgrade 
backup infrastructure. Tape is actu- 
ally very good for this purpose." 

Where cloud computing and 
storing big data-type data volumes is 
concerned, Csaplar sees the cloud as 
an ultimate storage tier vs. primary 
storage site. "Clouds are remote, and 
therefore latency is introduced if you 
try and use cloud for just storage. I 
would think of clouds for archiving, 
backup, and recovery or long-term 
storage options," he says. Woo says 
much data now used for big data 
analysis is actually cloud-based data 
that includes social media posts. 
"In these cases, since the data is al- 
ready in the cloud, it's best left in the 
cloud," he says. 



Many vendor storage appliances 
are easily deployable in a private 
cloud, Robosson says. SMEs must 
evaluate the investment and associ- 
ated benefits of cloud-based access, 
he says. Public cloud providers are 
also a viable option for many SMEs 
that can't incur the upfront invest- 
ment, he says. Quinn, meanwhile, 
says companies can use the cloud 
"as the overflow or temporary data 
bucket for peaks, projects, and spe- 
cial but temporary or less important 
information-management needs as- 
sociated with big data." 

HOW TO PROCEED 

The approach SMEs should take to 
prepare for a big data initiative can 
vary. Robosson advises companies 
thoroughly assess their data model, 
data types, volumes, and potential 
business intelligence when devel- 
oping a big data strategy and asso- 
ciated storage game plan. The SME 
should then complete a proof of con- 
cept to validate a vendor solution it's 
considering before proceeding with 
implementation. 

Due to the complexity and cost 
involved, Quinn says SMEs should 
consider smaller platform options 
for big data. He suggests choosing 
one in which vendors offer "cloud 
and /or prepackaged (with partners) 
infrastructures and a decent array 
of integration tools, analytics func- 
tions, and rich visualization." He 
adds that the larger big data sup- 
pliers are often "designed to better 
serve the larger data volumes and 
broader complexity of requirements 
of the Global 2000." 



Positively, Quinn says most best 
practices that businesses have al- 
ready learned apply to big data. 
"Understanding the importance and 
periodicity of the data flows for big 
data are essential, and remember the 
data flows aren't just for data in- 
gest but also for feeding data poten- 
tially to visualization tools. You may 
have new integration flows as well, 
and those may require fresh storage 
and information management." 
After a business attunes itself to 
data, Quinn says, it can use tiered 
storage approaches. 

Cost-wise, Woo believes costs 
should be secondary to the business 
purpose for which the company is 
deploying big data. That said, Woo 
says, costs may not generally be that 
high, as companies can use industry- 
standard servers along with open- 
source software. "The real cost really 
comes in people," he says. 

Robosson suggests that SMEs 
budget for an initial analysis to help 
map out an overall game plan and 
plan for IT training, storage appli- 
ance acquisition, and implementa- 
tion services. Quinn, meanwhile, 
advises companies and IT managers 
work jointly to create a complete 
cost estimate for big data, "not just 
storage, not just infrastructure, but 
software, training, additional per- 
sonnel, etc." Overall, he says, expect 
costs similar to that of existing data 
warehousing and business intelli- 
gence solutions, "but most impor- 
tantly remember that you're starting 
new, meaning you will have capital 
outlays and /or increases in subscrip- 
tion outlays." 
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Email In The Cloud 



Investigating The Pros & Cons 



While cloud email can free up re- 
sources by moving email off-site and 
simultaneously accommodate the 
growing need for anywhere, anytime 
email access, it is often ill-adapted to en- 
terprises' compliance, security, and spe- 
cific email management requirements. 

According to research company 
IDC ( www.idc.com ), Web email repre- 
sented just 10% of email revenue last 
year, but IDC expects that number to 
almost double by 2015 to represent 19% 
of total email revenue worldwide. And 
according to Gartner ( www.gartner.com ), 
50% of email applications will be on the 
cloud by the end of this decade. These 
predictions, however, are contingent on 
providers' ability to widen the scope of 
their offerings to meet the specific needs 
of more enterprises, regardless of their 
size or application needs. According to 
Tim Hickernell, a director of research 



with Info-Tech Research ( www.infotech. 
com ), cloud email providers "are not 
there yet for everybody, but they are 
getting there/ 7 

However, today many organiza- 
tions can find use for current cloud 
email options despite their limita- 
tions. Here are some things to keep in 
mind when pondering whether Web 
email makes sense for your enterprise 
at this time. 

NOT A COMMODITY 

Because email has existed as an ap- 
plication for decades, and because the 
fundamental way email works has 
changed little over the years, one might 
deduce that email applications are very 
mature and don't differ much. It is 
easy, then, to think that email applica- 
tions can simply be replicated on the 
cloud with the same enterprise-class 



features that on-premise options offer. 
However, email is hardly a commodity 
product, says Matthew Cain, research 
vice president with Gartner. While it 
may be right for one enterprise, it can 
represent more problems and costs 
than it is worth. 

"Email is far from being the perfect 
cloud application," Cain says. "It has 
an ill-deserved reputation as a com- 
modity, and that is just not so." 

Enterprises often require custom- 
ized email configurations that cloud 
providers struggle to offer with more 
generic and one-size-fits-all products, 
Cain says. For example, organizations 
might not find a provider that can 
integrate cloud email services with 
critical business applications such 
as CRM, CMS (content management 
system), or ERP (enterprise resource 
planning). IT departments are often 



Key 
Points 



Enterprise Web email usage 
should increase significant- 
ly in the future, but today's 
cloud offerings can lack 
advanced features many 
organizations require. 



Email is by no means a 
one-size-fits-all commod- 
ity product; cloud provid- 
ers struggle to tailor their 
offerings to the specific 
needs of enterprises. 



Web email usually of- 
fers a better fit for me- 
dium-sized enterprises 
and smaller companies 
than it does for large 
organizations. 



Hybrid email configurations 
can allow organizations to out- 
source their more basic email 
: needs while keeping email 
: accounts with more complex 
: requirements on-premise. 
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" Anytime you want to do anything useful 
with the information [on email servers], you 
must decrypt it, and if want to take advan- 
tage of cloud computation capabilities, you 
need to give your keys to the cloud. Then 
there are two parties with access to the keys: 
you and the cloud provider/ 7 

Ramon Krikken 

research vice president, Gartner 

"Users want their email anywhere, any- 
time, and on any device. That has sur- 
passed the demand by IT to cut costs and 
to become more operationally efficient by 
shifting email to the cloud." 



able to maintain uptime, security, 
and content control more effectively 
than cloud providers can, Cain says. 

CONTROL & SECURITY 
ISSUES 

IT administrators often need very 
direct control of email content and 
its management. Even if email ac- 
counts are stored in the cloud, ad- 
ministrators often need to monitor 
accounts, establish privileges for 
users, and integrate email with other 
applications. Larger organizations 
may have offices in different coun- 
tries with storage and content com- 
pliance regulations that are radically 
different from one another. "Many 
corporate email implementations are 
extremely complex and don't lend 
themselves well to the rigid world of 
cloud email," Cain says. 

In terms of security, cloud email 
may not be as private as many en- 
terprises would like. Some orga- 
nizations will not appreciate, for 
example, how court orders can 
prompt providers to turn over their 
customers' data to third parties. 
Even encrypted data can potentially 
be accessed by the cloud provider, 
which possesses the keys to access 
it, especially if the cloud service 
combines email with other applica- 
tions for a customer. "Anytime you 
want to do anything useful with the 
information [on email servers], you 
must decrypt it, and if want to take 
advantage of cloud computation ca- 
pabilities, you need to give your 
keys to the cloud," says Ramon 
Krikken, a research vice president 

» Cloud Email Adoption 

Percentage of cloud email as part of email 
and service revenue: 



with Gartner. "Then there are two 
parties with access to the keys: you 
and the cloud provider." 

But despite the drawbacks, there 
are potential benefits, especially for 
those with no need for high-pow- 
ered features or without complex 
compliance concerns. "Cloud email 
is a three-legged stool: You need an- 
tivirus [and other security features], 
archiving, or — at the very least — jour- 
naling as some sort of compliance 
driver that does more than just serial 
backups," Hickernell says. "Making 
the shift is complicated since you 
need to make sure that you have 
these features." 



Tim Hickernell 

director of research, Info-Tech Research Group 



THE DRIVERS 

One driver in cloud email adop- 
tion has been the perceived cost 
advantages. "Organizations notice 
how many people they have running 
email servers and they shake their 
heads and turn to the cloud because 
the can save costs and don't require 
the same level of expertise [in-house] 
to manage it," Hickernell says. 

However, the primary impetus 
for cloud email adoption is the need 
for workers to access their email ac- 
counts with different mobile devices 
wherever they are, Hickernell says. 
"Previously, the value proposition 
was about IT lowering its operational 
costs by shifting operations to some- 
body else. But what we are seeing 
today is the impact of consumeriza- 
tion of IT," Hickernell says. "Users 
want their email anywhere, anytime, 
and on any device." 

SHORT-LISTING OPTIONS 

Despite the risks and potential 
drawbacks, there are cloud email of- 
ferings that can meet the needs of 



-related hardware, software, 




PCToday / December 2012 17 



ESSENTIAL BUSINESS TECH 

EXECUTIVES, PROFESSIONALS & ENTREPRENEURS 




"Email is far from being the perfect 
cloud application. It has an ill-deserved 
reputation as a commodity, and that is 
just not so." 



Matthew Cain 

research vice president, Gartner 




"With hundreds of cloud providers 
available, you have many choices." 

Robert Mahowald 

research vice president, IDC 



many enterprises. But determining 
what service options might or might 
not be right for an organization in- 
volves making very accurate total 
cost of ownership calculations be- 
forehand. Determining whether a 
potential vendor's services offer an 
adequate fit for an enterprise's needs, 
regardless of its size or industry, is 
obviously critical, as well. 

Factors to consider include the 
price of extra storage and whether or 
not the provider can offer the backup, 
account management privileges, 
application integration, and other 
features that an enterprise might re- 
quire, Hickernell says. Any potential 
vendor under consideration should 
also have SAS 70 Type II certification, 
which indicates that the provider is 
meeting compliance regulations. 

Pricing can vary tremendously, re- 
flecting the varying degrees of com- 
plexity of the wide range of options 
in the market. Consumer-grade prod- 
ucts are free but lack management 
and enterprise security features. On 
the other end of the spectrum, high- 
end cloud alternatives can cost $50 
per seat per month, according to IDC. 
However, most enterprise-class ac- 
counts cost in the $7 to $10 range, 
IDC says. "With hundreds of cloud 
providers available, you have many 
choices," says Robert Mahowald, an 
analyst for IDC. 

Larger companies' email architec- 
tures often must exist under complex 
circumstances, such as when a com- 
pany has offices in multiple coun- 
tries with varying regulations. These 
and other requirements that large 
organizations often have can make 
Web email more expensive than on- 
premise offerings when all costs are 
considered, Hickernell says. 

For medium-sized businesses, the 
cloud can serve as an attractive email 
hosting environment for many but 
not all organizations. Enterprises 
with 500 to 2,000 email inboxes are in 
what Hickernell calls a "gray zone." 
In the case of medium-sized enter- 
prises with a large number of users 



that require advanced features vs. 
only a small group of workers that 
only have very basic needs, keeping 
email in-house can make more sense, 
Hickernell says. 

Small businesses can almost al- 
ways benefit from cloud email, es- 
pecially those that are cash-strapped 
and do not require advanced email 
features, Hickernell says. Cloud 
email lends itself well to the needs 
of smaller organizations that require 
more basic yet reliable manage- 
ment, hosting, and backup services 
at a much cheaper cost than what 
is required to buy servers and run 
them on-site. "Small businesses are 
the real sweet spot for cloud email," 
Hickernell says. 

Small enterprises facing expen- 
sive email server costs associated 
with in-house email represent good 
candidates for off-loading much of 
their email management needs onto 
a cloud provider. Many small enter- 
prises, for example, continue to use 
Microsoft Exchange 2003 and are in- 
terested in alternatives to investing 
in the newer Microsoft Exchange 
2007 servers and architectures, 
Hickernell says. "So we are seeing 
many Microsoft Exchange 2003 folks 
at small enterprises, gravitating to- 
wards [cloud options]. In this case, it 
is cheaper for them instead of going 
through the complexity of imple- 



menting newer [servers]." Hickernell 
adds that small startup enterprises, 
or rapidly growing ones, are also par- 
ticularly good candidates for Web 
email adoption. 

THE HYBRID WAY 

Many organizations can benefit 
from a hybrid email architecture that 
combines on-site servers and cloud 
services. In some cases, for example, 
it may be cheaper for an enterprise 
to keep email servers on-site for the 
email needs of some (but not all) of 
its users who have complex applica- 
tion requirements or special security 
needs. That same enterprise might 
outsource its email management to 
a cloud provider for users that only 
require a basic (and lest costly) email 
package. 

Public universities with tens of 
thousands of students often opt for 
a hybrid alterative, Hickernell says. 
They often keep the email servers 
for the faculty and administration 
staff in the universities data center 
but will offer students cheaper cloud 
alternatives. In addition to univer- 
sities, large organizations and even 
some medium-sized enterprises are 
increasingly opting for a hybrid im- 
plementation, Hickernell says. It's an 
alternative, he adds, to just saying, 
"Let's switch completely from on- 
premise to cloud." 
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Data Deduplication 

Plan Carefully & Reap Substantial Storage Efficiencies 



Data deduplication, the process 
of locating and deleting duplicate 
files or blocks of data (often to re- 
duce storage needs), has been avail- 
able for a number of years. However, 
only recently has it started to achieve 
widespread adoption, largely due to 
the spiraling amount of data users 
create and replicate each year (1.8 
zettabytes — 1.8 trillion gigabytes in 
2011, per IDC ( www.idc.com ), and dou- 
bling every two years). 

"The storage market has been 
growing in the double or triple digits," 
says Robert Amatruda, research di- 
rector, data protection and recovery, 
IDC. "The primary reason is the in- 
clusion of data deduplication or other 
optimization features as part of the 
storage package." 

If you are not yet using data dedupli- 
cation, we expect you will eventually. 



"This isn't a feature that separates the 
men from the boys, but it is something 
that everyone is going to use eventu- 
ally," says David Hill, principal at 
Mesabi Group ( www. mesabigroup.com ), 
an analyst firm focusing on storage 
management. 

HOW IT WORKS 

Data deduplication is a data com- 
pression technique that add-on soft- 
ware or a storage device's built-in file 
system uses. (We'll refer to both as 
"the system.") However, a variety of 
methods and derivations affect per- 
formance and space allocations and 
give businesses some hard decisions 
to make. 

For instance, deduplication can be 
file- or block-based. The file-based 
method (also called single-instance 
storage) identifies, duplicates, and 



deletes discrete data files, replacing 
them with a reference to the single 
remaining original file match. When 
or if someone restores any number of 
files — from a single file to an entire 
backup — the system sees the tag and 
replaces it with a copy of the single 
archived original. 

For example, assume a company's 
email server contains 30 instances of 
the same 5MB image because the firm 
sent the image to numerous employees. 
Although most of the recipients might 
need local access to the file, the com- 
pany doesn't need 30 instances in its 
email backup. During data analysis, the 
system would identify the first instance 
of that file, but each time it found a du- 
plicate of the 5MB file, it would create a 
reference pointing to the original rather 
than backing up that instance, thereby 
reducing the total amount of disk space 



Key 
Points 



Data deduplication 
replaces many copies of a 
file or group of bytes with a 
single original placeholder 
file, substantially reducing 
storage requirements. 



There are numerous meth- 
odologies and processes for 
achieving data deduplica- 
tion, but those differences 
are less significant than 
other concerns. 



Companies implementing 
data deduplication should 
look at the feature as part 
of a total storage solution 
and implement the neces- 
sary policies to manage it. 



Because all but one in- 
stance of a file is deleted 
with data deduplication, 
purchasing extremely 
reliable equipment is 
paramount. 
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"Companies can deploy an appliance 
with built-in data deduplication and 
not have to change any of their processes 
or people, but still get that dramatic 
increase in storage efficiency/ 7 



required for the backup. The system 
would maintain that information and 
if someone ever needed to restore that 
file — if he deleted the locally stored 
original, for example, the system would 
see the tag, locate the original it refer- 
enced, make a copy, and provide it as 
the restored file. 

Block-based deduplication works in 
a similar fashion but with blocks of data 
identified as large, repeating patterns of 
bytes rather than individual files. The 
system scans the data pool and seg- 
ments it, assigning a unique tag to each 
block. When the system encounters a 
block matching one already tagged, it 
excludes the match from the backup 
and replaces it with a reference that 
points to the single match. 

Both file and block deduplication 
can take place on the fly (in-process) 
prior to the creation of a backup file or 
image on a storage drive. Alternately, a 
system can dedupe data after creating 
the backup file (post-process). The pro- 
cess can also take place on the source 
drive (deduped before being backed up) 
or on the target (backup) drive. 

WHY YOU'LL WANT IT 

For years, two specific backup 
methods (incremental and differential, 
which do not replicate unchanged data) 
have helped keep backup file sizes and 
times to a minimum. However, while 
these methods may try to avoid data 
redundancy, they don't eliminate it. In 
other words, if an identical file is stored 
30 times and no instance has changed, 
most backup solutions won't store 
those 30 files anew, but they won't de- 
lete the extras, either. That's where data 
deduplication comes in. 

With data deduplication in the 
mix — especially when combined with 
data compression and other storage- 
reduction techniques — duplicates are 
eliminated no matter where they occur. 
The percentage of savings is difficult 
to project due to the variances in how 
firms store data, says Valdis Filks, re- 
search director, storage technologies 
and strategies, for IT research firm 
Gartner ( www.gartner.com ) . 



"In a worst-case scenario where there 
[are very few] common data or files, 
but where the same data is stored over 
again, users can get more than 50% re- 
duction in storage requirements." In 
instances such as our example of a file 
stored 30 times, the reduction can be 
far greater. Data deduplication also re- 
duces the size of network transmissions 
and is valuable in virtual environments 
because IT departments can store a 
single instance of each system file on a 
common storage device. 

HOW YOU'LL USE IT 

According to Amatruda, midsized 
and large enterprises (with more than 
500 employees) are deploying storage 
optimization as part of dedicated 
devices (often specialized backup 
appliances). Smaller firms, he says, 
often opt for a software solution. 
Nevertheless, he notes, appliance 
adoption is on the rise in all but the 
smallest firms. "Companies can de- 
ploy an appliance with built-in data 
deduplication and not have to change 
any of their processes or people, but 
[they] still get that dramatic increase 
in storage efficiency." 

Regarding the approaches (target 
vs. source; in-process vs. post-pro- 
cess; even file vs. block) each has its 
drawbacks and benefits. For example, 
both target and in-process ensure 
data is deduped before it makes it to 
the backup device. This saves storage 
space but can make the deduping 
and backup process take longer. 

Some experts we spoke with said 
that while many businesses may never 
know the specifics of the solutions they 
have in place, they do need to do their 



Robert Amatruda 

research director, data protection and recovery, IDC 



homework and choose partners they 
trust. "For SMBs especially, data dedu- 
plication is going to be something that 
is built-in," says Hill. 

Filks concurs, noting, "SMB's will use 
deduplication when it becomes a stan- 
dard and transparent feature that does 
not require any or very little customiza- 
tion, implementation, or management." 
Furthermore, he says companies can 
largely dismiss concerns about data in- 
tegrity, such as the possibility of incor- 
rect tagging or over deletion. "Fear of 
the new and the lack of understanding 
of the algorithms will always raise 
concerns, but the technical issues have 
been resolved," Filks says. "Consider 
flying — most do not understand how 
lift is obtained, but we still use airplanes 
and trust them." 

Amatruda says the reasons to use 
data deduplication and other storage 
management techniques are simply too 
compelling for businesses to ignore. 
"Redundancies are controlled with the 
ability to resurrect files without any 
unnecessary time, processing power, 
or effort. The end result is less over- 
head, less expense, less power, and less 
physical space." 

A PLANNING OPPORTUNITY 

Despite his enthusiasm, Hill urges 
business owners and executives not to 
adopt data deduplication casually — es- 
pecially if they are moving from tape 
or server-based storage to a networked 
storage environment. Hill says, "This 
is a good opportunity for SMBs to say, 
'What do we need to have done here? 
We are not going into data deduplica- 
tion just to save disk space. We have to 
see how it fits into our data retention 
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"If a company doesn't have personnel 
with the skillsets to address the important 
questions. . .they need an IT strategist." 

David Hill 

principal, Mesabi Group 

"[Even] where there is very little common 
data or files, but where the same data is 
stored over again, users can get more than 
50% reduction in storage requirements." 

Valdis Filks 

research director, storage technologies and strategies, Gartner 



policies; the need for e-discovery; our 
disaster recovery plan/ 

"Data deduplication providers will 
talk about in-line vs. post-processing; 
my answer is, 'Who cares?' Business 
owners need to consider all the [issues 
surrounding data deduplication] — what 
kind of toolset they need; whether the 
business has unique requirements like 
regulatory burdens that affect the solu- 
tion; how it impacts their data protection 
and how they will control access to it." 

He also recommends that businesses 
calculate how much the storage sav- 
ings will be once they consider other 
infrastructure investments such as the 
controller, the array, the dual power 
supplies. "Some business owners think, 
'Data deduplication is great because I 
don't have to keep adding disks,' but 
those are only a fraction of the overall 
cost of the storage itself." 

Finally, the storage solution itself 
must be of the highest caliber to en- 
sure minimal chance of data loss or 
corruption. With deduplication, where 
1,000 files may rely on a single copy of 
a source image, integrity of the source 
data becomes incredibly important. 
Storage systems that incorporate data 
deduplication must be able to tolerate 
multiple drive failures, drive rebuilds, 
power failures, and other likely causes 
of data loss and corruption. 



Although the need is higher 
for data integrity in deduplica- 
tion storage, it also offers new op- 
portunities for data verification. 
Furthermore, although most compa- 
nies use deduplication for secondary 
(e.g., backup) drives, some are 
finding it useful in primary (produc- 
tion or live-use) environments. 

BRIGHT OUTLOOK; 
DEEP SHADOWS 

The potential benefits of data dedu- 
plication are enormous and so tanta- 
lizing that some companies are even 



experimenting with its use in live (pro- 
duction or real-time) environments. 
Nevertheless, the issues surrounding 
its usage are not trivial. 

Hill recommends companies de- 
velop strong data governance poli- 
cies before implementing storage 
solutions with data deduplication. 
Furthermore, he says, "If a company 
doesn't have personnel with the skill- 
sets to address the important ques- 
tions, management better make sure 
their storage partner is more than a 
technology provider. They need an IT 
strategist." 



Growth of the Data Universe 

■ Storage in Exabytes 



Servers— Files— Data 




With the rate of data growth doubling every year, storage 
needs will grow nearly 10X between 2010 and 2015. 



Growth Factor 




Amount of Data 



The number of files is growing at 1.5 times the rate of data and 7.5 times 
the rate of servers, increasing the challenge of storage management. 
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Pin Down Your Software 
Procurement Plan 



Don't Get Stuck With End-Of-Life Solutions 



Software procurement is a part of 
every company's day-to-day opera- 
tions, whether they realize it or not. 
Regularly, businesses must make 
choices as to which programs to up- 
date and upgrade as well as decide 
whether it's time to put wind in the 
sails and move on to something dif- 
ferent. This is sometimes a quick de- 
cision and at other times a daunting 
task, often depending on the com- 
pany and the software, but however 
you look at software procurement, it 
isn't something to be ignored. There 
are many factors related to deciding 
what software to buy and when, 
so it's imperative to put something 
down on paper. 



"If you fail to plan, you are plan- 
ning to fail," says Mark Bartrick, se- 
nior analyst at Forrester Research 
( www.forrester.com ). "Failure to do 
proper due diligence on the vendor, 
product, contract, support/ helpline, 
maintenance, product roadmap/ 
upgrades, compatibility to other 
software it may need to connect to, 
hardware it will run on, maintenance 
costs and training will leave any cus- 
tomer exposed operationally, techni- 
cally, financially and legally." 

It's sobering to think that a soft- 
ware purchasing decision you make 
right now could put your company 
in a technological rut three to five 
years down the road, but it's exactly 



the type of wake-up call that will pre- 
vent you from making a potential 
mistake. We'll discuss some things to 
keep in mind as you wade through 
the waters of software procurement 
and show you why it's so important 
to put a plan in place and follow it as 
closely as you can. 

THE RIGHT PEOPLE 
FOR THE JOB 

Software procurement starts with 
the employees in charge of the pro- 
cess — those with experience with 
purchasing software — regardless of 
the company's size. "Large organiza- 
tions should have dedicated software 
procurement staff, medium-sized 



Key 
Points 



Understand the impor- 
tance of having a software 
procurement team in place 
to handle your existing 
software as well as possible 
future purchases. 



Consider updates for 
::: existing software or 
upgrades to newer ver- 
sions only when it makes 
::; practical and financial 
::: sense to your company. 



Beware of potential 
functionality gaps in your 
applications because they 
indicate it's time to invest 
in new software that better 
suits your needs. 



If you can plan out your 
software procurement 
process now, you'll be in a 
better position in the future 
to take advantage of new 
software advancements. 



22 December 201 2 / www.pctoday.com 



ESSENTIAL BUSINESS TECH 

EXECUTIVES, PROFESSIONALS & ENTREPRENEURS 





"If a company has a new requirement 
for more software, then proper due 
diligence should be done to ensure the 
right vendor and product [are] chosen. 
Then, the procurement staff needs to 
lead the price and contract negotiation 
to ensure the best deal is obtained/' 

Mark Bartrick 

senior analyst, Forrester Research 

"Some software purchases are fairly 
expensive and if they're not planned 
and the costs not identified ahead of time, 
chances are that valid requests for new 
software or major upgrades will be 
deferred because the money isn't 
available. As a result, the application 
portfolios won't evolve as they should." 

Andy Woyzbun 

lead research analyst, Info-Tech Research Group 



organizations will typically have 
procurement staff who are experi- 
enced enough to negotiate a software 
contract, and smaller organizations 
just buy software as required," says 
Bartrick. "But because software is 
ubiquitous in almost every business 
today, all companies should take 
some time to ensure they understand 
how to buy the right software for 
what they need." 

Your company's specific needs 
should be a recurring theme in your 
software procurement plan. And your 
procurement team should be able to 
analyze your current software titles, 
as well as emerging ones, to deter- 
mine whether those offerings will 
meet company needs. 

When it comes to programs that are 
already running on company com- 
puters, Bartrick recommends taking ad- 
vantage of a software asset register. An 
asset register is a comprehensive list of 
every program a company has bought 
that also explains "how it is being used, 
what price the company paid for it, 
what the ongoing support costs are, and 
when the next maintenance renewal is 
due," according to Bartrick. Using this 
type of management tool will also help 
your procurement employees determine 
whether it's time to update or upgrade 
your existing software. 

UPDATES & UPGRADES 

Some companies may have a policy 
that requires the installation of up- 
dates and upgrades as soon as de- 
velopers release them. But for larger 
organizations with hundreds or thou- 
sands of software licenses to manage, 
this amounts to a costly proposition 
in terms of both labor and the overall 
IT budget. 

Andy Woyzbun, lead research an- 
alyst at Info-Tech Research Group 
( www.infotech.com ), says that many 
companies "postpone or defer up- 



grades for as long as possible" due 
to labor costs and other financial 
factors, but he also points out that 
this approach to software procure- 
ment isn't necessarily a bad one. 
"An update makes sense to you only 
if you're going to actually achieve 
enhanced functionality that's valu- 
able to you," says Woyzbun. "And 
most organizations avoid making 
changes, except when a vendor 
threatens to withdraw support for 
older versions, which could be in as 
few as three releases." 

For instance, Woyzbun points out 
that some companies are still using 
Windows XP and will continue to do 
so until Microsoft discontinues its 
support for the OS. In response to sit- 
uations like this, Microsoft has begun 



adding new features and function- 
alities to each update or new release 
to entice companies to make the next 
leap. Still, Woyzbun recommends that 
businesses wait until a potentially 
costly update or upgrade adds new 
functionality that pertains directly to 
the company's needs. 

However, companies should also 
be on the lookout for instances where 
a software manufacturer's updates 
and upgrades are no longer viable 
for the company. In this case, Bartrick 
says it may be time to look beyond 
your comfort zone for new alterna- 
tives. "If a vendor's future release 
roadmap begins to differ from the 
requirements of the company, then 
that will be a signal that the com- 
pany should start looking to replace 



Some companies may have a policy that requires the installation of updates 
and upgrades as soon as developers release them. 
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the current software with something 
more suitable from another supplier/ 7 

MIND THE GAPS 

If your software procurement 
team looks at your company's cur- 
rent solutions and determines that 
it may be time for new software, 
then you need to change the way 
you look at software in general. 
Woyzbun recommends looking at 
every piece of software as part of 
a portfolio. This portfolio should 
encompass everything your com- 
pany needs including security, vid- 
eoconferencing, internal/ external 
messaging, and any other software 
that's pertinent to your business 
operations. When you can take an 
in-depth look at your application 
portfolio, it will allow you to spot 



gaps in functionality and eventually 
take steps to close them. 

"If companies took a portfolio 
view of existing applications and 
the gaps that they have, then they 
would probably be much smarter 
about how to allocate the applica- 
tion dollar," says Woyzbun. "They 
would start shifting money away 
from applications where the incre- 
mental investment is not needed in 
favor of the investment for those 
things that are needed." 

In essence, Woyzbun says that 
software procurement can be simpli- 
fied to "closing functionality gaps." 
And if your installed software is un- 
able to fill those gaps, you need to 
research new alternatives that will 
do the job. Woyzbun recommends 
finding new modules that are com- 




... if you can keep up 
with the software 
industry and make 
your move at the right 
time, it will result 
in smoother sailing 
in the future. 



24 December 201 2 / www.pctoday.com 



patible with your existing software 
and can add new functionality. 
But if that isn't an option, you can 
look at SaaS (software as a service), 
which he says has applications that 
"require less effort and can be de- 
ployed faster with less upfront in- 
vestment." 

From there, you may need to con- 
sider investing in standard pack- 
aged software solutions, which will 
mean essentially starting over from 
scratch and learning a new system. 
This is where having a well-estab- 
lished portfolio and software pro- 
curement plan in place will help you 
determine which choice is best for 
your company. 

PLAN NOW, BENEFIT LATER 

If you continue to pour funds into 
obsolete applications or update and 
upgrade software without a func- 
tional reason, then "you won't be 
able to get the money to purchase 
new software when you need it," 
says Woyzbun. But if you act with 
due diligence up front and put your- 
self in the best possible position 
for making decisions in the future, 
you can save money on software 
purchases as well as save time and 
money related to labor, non-com- 
pliance, and contract negotiations, 
according to Bartrick. 

Woyzbun suggests viewing soft- 
ware procurement as a way to close 
functionality gaps and make sure 
your company is performing at the 
highest possible level. If you can 
use your application portfolio to 
forecast the potential end-of-life 
timeline for certain programs, then 
you can be ready when the time 
comes to incur the costs of pur- 
chasing new software. In the busi- 
ness world, it's easy to fear change 
and instead hold onto the familiar, 
regardless of how it may negatively 
affect the company. But if you can 
keep up with the software industry 
and make your move at the right 
time, it will result in smoother 
sailing in the future. 
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Storage For 

Private 
Clouds 

Leverage The Benefits, 
Avoid The Pitfalls 



Enterprises often see dollar signs when they 
consider how much money they might save by 
relying on a cloud provider for their storage 
needs. In theory, at least, the advantages are 
obvious: an off-site cloud provider offers the nec- 
essary infrastructure and management services 
at a far cheaper price than what it would cost to 
maintain storage in-house. 

But when data is stored on the cloud, the fear 
is that it is anyone's guess where and on what 
kind of infrastructure the data is housed. The 
data leaves the enterprise and is supposed to 
be accessed as needed, but the enterprise usu- 
ally has very little control over exactly how and 
where it is stored. Cloud services also often fail 
to meet the security, regulatory compliance, and 
data-availability requirements that an enterprise 
may have. 




» Private Cloud Market Worldwide 

According to research company IDC ( www.idc.com ), the following are the latest 
confirmed and projected values of the global private cloud market. Figures 
include sales of hardware, software, and professional services. 
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For better data-management 
control and security, private cloud 
storage can serve as an alternative 
to a public cloud option. Private 
cloud solutions can also help en- 
terprises remain compliant by 
guaranteeing that data is stored 
on dedicated equipment that is 
not shared with other customers. 
"Think of a private cloud as a par- 
ticular application on dedicated 
resources. Private cloud storage of- 
fers an identifiable physical set of 
resources that are running that ap- 
plication on a specific server, a set 
of storage arrays, and a segment of 
a network," says James Staten, an 
analyst for Forrester Research (www 
.forrester.com ). "Everything is 100% 
dedicated to a client and to that par- 
ticular storage application on a pri- 
vate cloud." 

However, enterprises should 
consider the drawbacks as well as 



the potential benefits before put- 
ting their most important and sensi- 
tive data on a private cloud. When 
looking to store sensitive data on 
a private cloud, the cloud provid- 
er's services and processes must be 
closely scrutinized to ensure that se- 
curity and regulatory compliance 
requirements can be met. A private 
cloud solution for storage must also 
meet business requirements without 
unnecessary complexity or data-ac- 
cess latency compared to what tra- 
ditional SAN (storage area network) 
environments offer. 

SETTING UP 

A PRIVATE CLOUD 

Creating and then managing a 
storage environment for sensitive, 
mission-critical, or other important 
data is usually a very complex under- 
taking for an enterprise to complete 
in-house. An advantage that private 



cloud storage offers is increased 
agility compared to setting up on- 
site storage. Besides the costs savings, 
a viable provider should be able to 
offer the capacity and capabilities re- 
quired on demand. 

"When a CEO previously asked a 
CIO how long it would take to [set 
up] a storage system for [mission-crit- 
ical data], the CIO might have said, 
That will be three months and $3 
million and I will call you when it's 
done/" says Gene Ruth, an analyst 
for Gartner ( www.gartner.com ). "With 
private cloud storage, the CIO just 
says, 'No problem, it will be ready for 
you in an hour/ That's what private 
storage is about: agility and provi- 
sioning on demand." 

However, the pace at which ser- 
vice providers can set up a private 
cloud storage environment is imma- 
terial if it cannot meet an enterprise's 
specific requirements and needs. A 
particular private cloud offering may 
seem like an attractive option, but it 
will fail if it interferes with business 
processes by not functioning prop- 
erly. "It is important to ensure that 
the business logic and the data are 
kept close to each other," says Clive 
Longbottom, founder of and ana- 
lyst for Quocirca ( www.quocirca.com ). 
"Latency, for example, can kill the 
system with slow response and data 
drop outs." 

SECURITY, AUDITS & 
SLEEPING WELL AT NIGHT 

Enterprises are usually hesitant 
about storing their sensitive and 
mission-critical data on the cloud, 
and for good reason, considering the 
compliance risks inherent in relin- 
quishing control of data to a third 
party without much influence over 
where and how it is stored. But the 
beauty of the private cloud is that 
enterprises know exactly how their 
data is stored and that their data is 
better protected than it would be on a 
public cloud. 

"[Private cloud storage] will help 
on the regulatory front since there 




"It is important to ensure that the 
business logic and the data are kept close 
to each other. Latency, for example, can 
kill the system with slow response and 
data drop outs." 

Clive Longbottom 

founder and analyst, Quocirca 




"When a CEO previously asked a CIO 
how long it would take to [set up] a 
storage system for [mission-critical data], 
the CIO might have said 'that will be three 
months and $3 million and I will call you 
when it's done/ With private cloud 
storage, the CIO just says 'no problem, 
it will be ready for you in an hour.' That's 
what private storage is about: agility and 
provisioning on demand." 

Gene Ruth 

analyst, Gartner 
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"A big mistake is to not ask the users what 
their experiences are like when they use 
[consumer] cloud storage solutions. 
Enterprises really need to know what 
experiences they have to match/ 7 



James Staten 

analyst, Forrester Research 



'The devil is in the details. The private 
cloud storage provider should be treated 
as a third party consultant/vendor and 
the same oversight should exist. Consider- 
ations include how they gain access to the 
network, the kind of access they have, and 
how can access be restricted/' 



are no worries that the data is com- 
mingled with data from other com- 
panies or [if data is not supposed 
to be] stored offshore," says Joe 
Malec, a fellow at the Information 
Systems Security Association 
( www.issa.org ). "Some private cloud 
storage solutions may also help 
with collecting and managing data 
from different sources and geo- 
graphic locations. This helps with 
organization and management 
during audit time." 

However, the level of security that 
providers offer can vary. "The devil 
is in the details. The private cloud 
storage provider should be treated 
as a third party consultant/ vendor 
and the same oversight should exist," 
Malec says. "Considerations include 
how they gain access to the network, 
the kind of access they have, and how 
can access be restricted." 

Enterprises also need to tread care- 
fully when it comes to how much 
control a service provider has over 
the data. "You [likely] don't want 
[the private cloud storage provider] 
to have free reign of a company's en- 
vironment. But if a company pur- 
sues this option, then they need to 
have a plan for the implementation 
and oversight of the system and the 
vendor," Malec says. Otherwise, he 
adds, "come audit time, things may 
not go very well if the audit finds no 
effective controls in place to ensure 
the protection of the environment/' 

THE RIGHT FIT 

It can be difficult to compel users 
to opt for an enterprise's private 
cloud for sensitive data storage if it 
is difficult to access or use for indi- 
vidual purposes. Many users will 
also be tempted to rely on the many 
user-friendly data storage alterna- 
tives available in the consumer space. 

The remedy is to take a survey 
of consumer storage solutions that 
users know and use for their own 
purposes and then find a private 
cloud solution that best matches 
what they are already accustomed 



to. "A big mistake is to not ask 
the users what their experiences 
are like when they use [consumer] 
cloud storage solutions," Staten 
says. "Enterprises really need to 
know what experiences they have 
to match." 

Private cloud storage solutions that 
are at least as easy to use as consumer 
storage services can entice users to 
comply with policy when a private 
cloud needs to be used. Some private 
cloud data storage environments have 
interfaces that look and function like a 
PC hard drive. Other offerings reflect 
the popular Dropbox usage model. 

But user adoption of private cloud 
storage in the enterprise can be too 
successful. Some users might rely on 
it more than they should, without re- 
alizing the expense involved. 

According to Gartner, a private 
cloud storage service that includes 
automatic disaster recovery and 
downtime of less than 30 minutes 
per year can cost as much as $20 per 
gigabyte per month. Comparatively, 
a public cloud storage solution 



Joe Malec 

fellow, Information Systems Security Association 



might cost $1 per gigabyte per 
month and only offer one-hour di- 
saster recovery and suffer from dis- 
ruptions of up to 48 hours per year, 
according to Gartner. The allocation 
of private cloud storage should thus 
be carefully managed. 

NO CONNECTION, NO SERVICE 

One of the cloud's inherent risks is 
that it requires an Internet connection 
to function. Companies often need 
24/7 access to critical data, so it's 
important to ensure accessibility for 
critical data stored on a private cloud. 

One way to help ensure that con- 
nectivity will never be lost is to 
have two additional high-speed 
connections between the cloud 
network and the enterprise as a 
backup in case the main connection 
fails. "Someone can put a backhoe 
through the cable, or it could be 
dug up by someone wanting to try 
and reclaim the scrap value of it," 
Longbottom says. "There is always 
a need to ensure that there is a re- 
dundancy of connection." 
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Why Choose 
LED Displays 

Equip Your Fleet With Green, Lean, Power-Saving Machines 




Most of us interact with screens regu- 
larly during any given day, whether 
we're texting on a smartphone, tap- 
ping a tablet, using apps on a smart 
TV, or checking email on a laptop. 
And, for the in-office worker, it's safe 
to say that the roughly eight hours 
spent working in front of a desktop 
monitor accounts for the majority of 
daily screen time. 

As a business owner, you may 
already be counting the number of 
older CCFL (cold cathode fluorescent 
lamp)-backlit LCD (liquid-crystal dis- 
play) monitors occupying desk space. 
While these displays do the job, 
they may not be doing it efficiently 
or helping workers stay productive. 
Before you schedule that inventory 
meeting with your IT department, 
read on to get the skinny on quality 
solution: the LED (light-emitting 
diode)-backlit display. We'll discuss 
what you should know about LED- 
backlit monitors and outline some of 
the other compelling reasons LED- 
backlit technology isn't a fad about to 
blow over. 

SEE THE DIFFERENCE 

To briefly lay a foundation for un- 
derstanding monitor technologies, 
it's important to know that the basic 
difference between flat-screen dis- 
plays is their light source. Ramseen 
Evazians, product marketing man- 
ager for commercial displays at 
Samsung Electronics America ( www. 
samsung.com ), explains it, "The key 



difference is the light source for the 
backlighting. In traditional CCFL- 
backlit monitors, the light source is 
the fluorescent lamp technology that 
has been around for many decades. 
In LED-backlit monitors, light-emit- 
ting diodes are used." 

CCFL monitors are considered 
less power-efficient than LED- 
backlit monitors. And while both 
types of monitors are backlit in 
their own way, CCFLs backlight an 
entire display and can't be easily 
dimmed. LED backlighting, rather 
than projecting light from a single 
bulb through LCD pixels, illumi- 
nates LCD panels using edge-lit 
technology (with LEDs lining the 
edges of a display) or local dim- 
ming technology (with LEDs orga- 
nized in a grid pattern). 



In terms of how flat-panel dis- 
plays actually render images, LED- 
backlit displays can produce greater 
color contrast and depth than their 
CCFL counterparts. CCFL-backlit 
displays, however, often require 
less calibration and tinkering to 
most closely approximate the correct 
range of colors. LEDs win, however, 
when it comes to the green factor, as 
they offer a smaller ecological foot- 
print and therefore provide a lower 
cost of operation. 

Dario DellaMaggiore, director of 
sales and marketing at DoubleSight 
Displays ( www.doublesight.com ), of- 
fers insights about the cost efficiency 
of LED-backlit monitors. "Now 
that LED backlit monitors are being 
mass produced," he says, "the cost is 
coming down below that of a CCFL 
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Tlie Acer S23HHL bii 23-inch LCD Monitor 
( us.acer.com ) uses mercury-free LED 
backlighting, which makes this an eco-friendly 
and power-conservative model. 

style monitor. [In addition,] LED 
technology uses less energy, so LED- 
backlit monitors are also less costly to 
operate. A reduced cost of acquisi- 
tion combined with lower operating 
costs will be attractive to the budget 
conscious/' 

GO GREEN WITH LEDS 

Applying the "green" label to a com- 
puting product is like saying a product 
is "helpful" because there are several 



ways to interpret this description. In the 
case of LED-backlit monitors, business 
owners have at least two green advan- 
tages to keep in mind when making 
purchasing decisions: power savings 
and eco-friendly disposal. 

Considering an LED monitor's thin 
and lightweight form factor, Evazians 
says that a small and lighter packaging 
"leads to more efficient shipment and 
hanging, and less material to dispose 
of." Additionally, "a lighter monitor 
also enables more mounting options, 
while a thin form factor leaves you 
with more room at your workstation." 

Evazians adds that savings from 
LED-backlit monitors can truly add up 
when displays are deployed in large 
quantities with an organization. "Less 
heat generated means less cooling for 
the office environment," he says. 

A chemical comparison between 
LED and CCFL components reveals 
that CFFLs typically use mercury 
whereas LEDs use none. This means 
CCFL monitors require safe handling 
and the removal of fluorescent lamps 
that contain mercury for recycling or 
disposal. In contrast, many local waste 
agencies and retailers can easily collect 
and recycle LED monitors. 



Desktop Monitor Size Since 2010 



2013 



2012 



2011 



2010 



2009 



2008 






19.9-inch 



203-inch 



20.7-inch 



20.9-inch 



According to research from NPD DisplaySearch ( www.displaysearch.com ), the average diagonal size of FPDs (front 
panel displays) has increased by 9% in the last three years. Consumers are purchasing increasingly larger monitors at 
5% increase, which reflects the growing trend of flat panel adoption. 



MAKING THE SWITCH 

As our intergenerational workforce 
continues to consume media-rich ap- 
plications and rely on creative visuals 
to maintain productivity, the need for 
monitors with appropriate brightness 
and accurate color reproduction is 
apparent. Eye strain and fatigue can 
be minimized with the adoption of 
LED-backlit monitors because they 
can produce dynamic contrast, run 
the gamut of colors, and reveal more 
natural image rendering when cali- 
brated properly. 

Evazians says the benefits of LED- 
backlit image quality and accurate 
color representation are twofold. "Zero 
flicker on the backlight means less eye 
strain, while accurate color means, 
when creating content, what is seen on 
the screen is more true to what is ulti- 
mately produced. This is particularly 
important for those in the creative arts/' 
When it comes down to making the 
purchasing decision, DellaMaggiore 
suggests that you draw up a list of the 
features that are important to you and 
shop accordingly. "When selecting a 
new monitor, compare the main fea- 
tures [that] will affect how you view 
content: resolution, viewing 
angles, contrast ratio, and 
brightness." 

DellaMaggiore believes 
that monitor size will ac- 
tually be the top consider- 
ation in 2013. He suggests 
that corporate buyers con- 
sider an upgrade in size or 
to two smaller monitors per 
desktop instead of the large 
monitor, primarily for cost- 
effectiveness. "For example, 
he says, "two 22-inch moni- 
tors may cost about the same 
as one 27-inch monitor, yet 
yield much more viewable 
area and greater function- 
ality when they extend their 
desktop over multiple moni- 
tors." So it's also good to be 
prepared to think outside 
the single-monitor box. 
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Hardware Lifecycle 
Management 



Plan Ahead To Avoid Massive Overhauls & Costly Downtime 



It's one of the certainties of a data 
center that equipment will age and 
eventually break down. Every compo- 
nent has a lifecycle that can help you 
determine when it might be time to up- 
grade. And with technology evolving so 
quickly, it's more important than ever to 
prepare for future changes and put your 
company in the best possible position 
to handle equipment EOL (end-of-life) 
situations. By implementing a hardware 
lifecycle management plan, you can 
avoid problems associated with inoper- 
able or obsolete equipment. 

THE IMPORTANCE OF 
HAVING A PLAN 

As with any decision-making pro- 
cess in a company, it's important to 



have easy-to-follow steps in place that 
ensure you aren't putting your busi- 
ness at a disadvantage in any way. And 
when it comes to managing the lifes- 
pans of equipment, you can't afford to 
be caught unaware when an upgrade 
or full replacement is required. "Over 
time, almost all tech equipment be- 
comes obsolete and you don't want to 
be caught behind an overwhelming and 
costly equipment upgrade," says Yuriy 
Petushkov, CEO at Baynetwork (www 
.baynetwork.com ). "While there are many 
exceptions to the rule of becoming 
obsolete, it is best to stay on top of IT 
equipment by providing ongoing main- 
tenance, gradual updates, and required 
replacements throughout the entire net- 
work. Lifecycle management makes or 



breaks business today, and you don't 
want to be caught behind the eight ball 
or in the dust of your competition." 

There are other reasons why a hard- 
ware lifecycle management plan is 
important. If you know ahead of time 
that a piece of equipment is nearing 
EOL, you can sell it to third-party ven- 
dors and make some of your budget 
back by getting the "maximum value 
capture on IT assets and non-per- 
forming inventory," says Michael Saia, 
president and CEO of XTechnology 
Global ( www.xtglobal-usa.com ). 

TRACKING EQUIPMENT 
& LIFECYCLES 

For your hardware lifecycle man- 
agement plan to be truly successful, 



Key 
Points 



Understand why you 
need a hardware lifecycle 
management plan and how 
it will help your company 
avoid potentially costly 
issues in the future. 



Track every piece of 
equipment that will 
be a part of your 
lifecycle plan and 
know its respective 
lifespan. 



Be as thorough as you 
can with your lifecycle 
management plan 
and include in-depth 
information whenever 
possible. 



Look beyond procure- 
ment and management 
to also ensure that equip- 
ment disposal practices 
are environmentally safe 
and secure. 
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" Almost all tech equipment becomes 
obsolete, so it is important to do research 
for the lifecycle of a particular 
technology in relationship to the type 
of business industry you are in." 



Yuriy Petushkov 

CEO, Baynetwork 



" As equipment is slated for decommission- 
ing, the vendor should be given a list and 
configuration along with quantities. The 
vendor should be able to provide dollars 
back based on market intel of the product/' 

Michael Saia 

president and CEO, XTechnology Global 




Instances where equipment is in place for 
critical systems, "It is particularly important 
to have a plan in place to monitor perfor- 
mance as well as age of the system/ 7 

Sandi Conrad 

WCO practice lead, Info-Tech Research Group 




you have to determine what types of 
equipment need to be a part of your ap- 
proach and what their average lifespans 
are. "Ideally all IT equipment should 
be tracked in an IT asset management 
tool that has automated discovery, " 
says Sandi Conrad, WCO (world class 
operations) practice lead for Info-Tech 
Research Group ( www.info-tech.com ). 
"This will enable your asset team to 
get quick access to serial numbers [and] 
detailed component information, and 
report on virtualized as well as phys- 
ical equipment." In terms of lifespan, 
Conrad says that varies depending on 
use, but you can usually expect laptops 
to average three to four years, desktops 
to last four to five years, and servers to 
be optimal for about three to five years. 

Knowing what pieces of equipment 
should be in your plan and their life- 
cycles are only two parts of the puzzle. 
Failure to consider this knowledge and 
to implement an overall equipment re- 
newal or refresh plan earlier rather than 
later can result in unexpected overhauls 
that could cost your company extra. 
"The most practical approach is to cal- 
culate EOL for particular equipment 
and begin procurement for replace- 
ment of said equipment 18 months 
before full EOL has been reached," 
says Petushkov. "This also applies to 
hardware replacement service license 
agreements and post-sales /extended 
support." In essence, you need to over- 
lap the lifecycle of existing equipment 
with potential new equipment pur- 
chases to avoid overspending and in- 
curring unnecessary downtime. 

ADD MORE IN-DEPTH DETAILS 

Petushkov and Conrad agree that 
it's important to know the lifespans 
of equipment in order to formu- 
late a more reliable approach, but 
Petushkov also recommends using 
a Gantt chart, which he says is "the 
most effective way to plan ahead" 
and covers "all timelines associated 
to lifetime expectancy, maintenance, 
testing, upgrading, and replacement." 
By taking much more than lifespans 
and new equipment purchases into 



account, you can make sure that your 
company is well-prepared without 
jumping the gun on potentially expen- 
sive upgrades. 

Petushkov also says that compa- 
nies should look to updates or other 
solutions that can extend the life of 
their equipment instead of assuming 
that a wholesale replacement is nec- 
essary. "The hardware inventory is 
essential, but firmware and software 
are also critical considerations to 
keeping your equipment secure and 
up-to-date, which in some cases actu- 
ally extends the life of the bare metal 
being used," says Petushkov. If your 
company needs are being fully met by 
your existing infrastructure and future 
projections show that firmware and 
software upgrades will prolong the 
life of your equipment even with new 
technological breakthroughs, it might 



be more fiscally responsible for you to 
hold off on equipment purchases. 

LOOKING TO THE FUTURE 

As the final part of your hardware 
management plan, you must know 
how you will handle the disposal of 
old equipment when a new lifecycle 
begins. "Equipment disposal needs 
to be part of the plan," says Conrad. 
"This may include lease returns or 
buyouts, cost recovery through an 
ITAD (IT asset disposition) company; 
it may include cascading of equip- 
ment to non-critical applications or 
low computing needs or may be dis- 
posal of equipment that has no life 
left in it. In any case, disposal needs 
to ensure environmentally safe re- 
cycling as well as security of data, 
where hard drives are wiped and po- 
tentially destroyed." 
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Wireless Network 
Optimization 

Improve Throughput & Coverage In Your Office Space 



So, just how important is your busi- 
ness's wireless network? Many experts 
believe it has become every bit as vital 
as your company's wired network, if 
for no reason other than demand. 
Organizations ' wireless networks are 
increasingly being called upon to sup- 
port the steady influx of mobile devices 
brought in by employees, customers, 
and guests without any network hic- 
cups. Moreover, employees now expect 
to seamlessly use the applications re- 
quired to do their jobs without the phys- 
ical constraints of a wired network. 

For many companies, ensuring that 
the wireless network can deliver the 
level of reliability and speed employees 
want and need means optimizing the 
network in any number of ways. The 



following details various approaches 
companies can take, particularly compa- 
nies with operations in large offices and 
throughout entire buildings. 

ASSESS THE SITUATION 

How does a company determine if 
its wireless network requires any form 
of optimization? Asking employees is a 
good place to begin. Although it's pos- 
sible some users will have acclimated to 
poor wireless performance and believe 
it is actually the norm, most mobile- 
savvy workers today know slow, er- 
ratic wireless connectivity when they 
experience it. Thus, companies can po- 
tentially learn a great deal from asking 
employees to identify specific condi- 
tions that exist concerning the wireless 



For many companies, ensuring that the wireless 
network can deliver the level of reliability and speed 
employees want and need means optimizing the 
network in any number of ways. 



network, such as the locations of dead 
spots, slow or spotty access, and areas 
where coverage might not reach at all. 

Companies should also ask em- 
ployees about how the corporate 
wireless network works with specific 
applications. Are there issues with spe- 
cific programs they regularly rely on to 
get their jobs done? Do certain mobile 
apps require a consistent wireless con- 
nection to function well? Is coverage 
lacking in areas where wireless is vital? 
Such questions will help reveal informa- 
tion related to wireless usage patterns in 
the office. For example, employees may 
indicate that there's a strong need for 
good wireless coverage and capacity in 
a conference room where they regularly 
meet to discuss projects. 

Overall, says Peter Jarich, vice pres- 
ident of consumer and infrastructure 
services with Current Analysis ( www 
.currentanalysis.com ), sizing up the cur- 
rent wireless network "really comes 
down to do you have the right kind 
of capacity in the right places for the 
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"That's why things like upgrading 
infrastructure, upgrading clients, 
segmenting traffic bubble up to the top 
because they give you the biggest bang 
for the buck. 

Peter Jarich 

vice president of consumer and infrastructure services, Current Analysis 

"The way the network is used dictates 
how you figure out there is a need 
for an upgrade." 

Chris DePuy 

analyst of wireless LAN research, Dell'Oro Group 



applications you want to use? It really 
begins with what are those applica- 
tions, and then what has been the ex- 
perience of your users?" 

Chris DePuy, a Dell'Oro Group ( www 
.delloro.com ) analyst covering carrier IP 
telephony, wireless LAN, and wireless 
packet core market research, concurs. 
"The way the network is used dictates 
how you figure out there is a need for 
an upgrade," he says. If the company 
uses it WLAN for primary access as 
opposed to backup or secondary ac- 
cess, for example, "then WLAN infra- 
structure should be beefed up," he says. 
Elsewhere, DePuy adds, companies 
should pinpoint whether employees ac- 
cess data from largely inside the prem- 
ises on servers or outside the premises 
in an as-a-service manner, as well 
whether the data and services are acces- 
sible through other means if the WLAN 
fails, such as a cellular connection. 

DO SOME REARRANGING 

Some companies may be able to im- 
prove the signal strength of their wire- 
less network and potentially remedy 
dead spots that exist just by moving a 
WAP (wireless access point) or wireless 
router to a different location, such as a 
central location in the office. "Another 
way to improve network performance 
is to use controllers or cloud-based 
controller-less systems to help manage 
a medium- to large-sized number of 
access points," DePuy says. This may 
require upgrading to new access points, 
he says, but controllers and similar 
management systems enable coordi- 
nating security policies, spectrum man- 
agement, and (in many cases) guest 
access systems that the company can 
implement quickly and on a large scale. 

Jarich also believes companies 
should investigate segmenting wire- 
less traffic. "Typically you hear about 
putting guests on a different network 
for security purposes, but whether it's 
guests or different offices, if you can 
segment the network and [impose] caps 
in terms of how that traffic is treated, 
you can enable that priority access to the 
people that need it," he says. Another 



option for companies that can afford it 
is hiring a company to conduct a site 
survey to ensure access points are op- 
timally placed. There is no shortage of 
such companies, Jarich says, and the 
procedure can be of huge value to the 
company. It can also be expensive, he 
says, particularly for smaller enterprises. 

"If you have an unlimited amount 
of money, you can get a crazy-good 
wireless network," Jarich says, but com- 
panies have to prioritize cost against 
what it is trying to do and what its re- 
quirements are. "That's why things like 
upgrading infrastructure, upgrading 
clients, [and] segmenting traffic bubble 
up to the top because they give you the 
biggest bang for the buck," he says. 

MOVE TO 802.1 1N 

Arguably the most logical and ben- 
eficial way companies with an older 
wireless network can improve wire- 
less performance is to upgrade the in- 
frastructure from hardware using the 
802.11b/g standards to 802.11n. In 
addition to the typical improvement 
in wireless range, moving to 802.1 In 
equipment will add a considerable 
throughput boost. In terms of compat- 
ibility, 802.1 In networks accommodate 
the 802.11b/g clients that a company 
may still be using. DePuy further ad- 
vises that if the current network uses 
only 2.4GHz channels, upgrade to a 



dual-mode wireless LAN system 
that also uses 5GHz channels, which 
newer mobile devices support and 
which offer "up to seven times more 
frequency available when compared 
to the 2.4GHz spectrum," DePuy says, 
adding that the 2.4GHz spectrum is 
"typically overloaded." 

Jarich says moving to an 802.1 In 
network is the "first line of defense 
you're going to hear from everyone," 
but the second part of the story is 
"making sure that's matched on 
the client side of things." While the 
802.1 In network will support existing 
802.1 lb /g clients, those clients will ac- 
cess the network at slower speeds, he 
says, and "you're not going to get the 
most out of your network." 

POST INSTALLATION 

When considering how to optimize 
the wireless network, Jarich says com- 
panies should remember that doing 
so isn't a one-size-fits-all proposition, 
as different organizations have dif- 
ferent demands and include different 
business units. Whatever optimization 
measures a company takes, it should 
implement monitoring procedures af- 
terward to verify there have been ac- 
tual improvements to signal coverage, 
throughput performance, and power 
savings, and to verify that the improve- 
ments are ongoing. 
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Business Software 

The Latest Releases & Updates 
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When you keep on top of new and 
updated business software, you can 
learn about ways to enhance your busi- 
ness by upgrading or adding to your 
technology solutions. Our coverage of 
the latest releases and updates in the 
world of business software includes 
products that can help you collaborate, 
create, and maintain security online. To 
help you zero in on what's new, here's 
our latest roundup of business software 
releases and updates. 

CITRIX SHAREFILE WITH 
STORAGE ZONES 

Citrix ( www.citrix.com ) continues to 
update its ShareFile offering and the 
company has added six new features 
to its ShareFile Enterprise solution, 
including support for Windows 8 as 
well as a version of the software spe- 
cifically designed for Microsoft Azure. 
Most of the changes that come with the 
newest version of ShareFile are related 
to StorageZones. Citrix added customer- 
managed StorageZones, which are 



cloud-based options that can be located 
in one of seven locations depending on 
where your customers are based. This 
speeds up access to zones and helps 
avoid compliance issues, as well. Citrix 
also included StorageZone Connectors 
to create a secure connection between 
ShareFile and customer data, an MPX 
appliance for private data centers, and 
on-demand sync for virtual desktops 
environments. 

TREND MICRO 
WORRY-FREE BUSINESS 
SECURITY SERVICES V5 

Over the past eight years, Trend 
Micro has directly served small and 
medium-sized businesses with its 
Worry-Free Business Security Services 
software ( www.trendmicro.com ). In ad- 
dition to an overhauled appearance, 
the newest version of the product, v5, 
adds compatibility with Mac com- 
puters and mobile devices running 
iOS or Android. The new version also 
supports Win8 and Windows Server 



2012 and integrates with the Windows 
Server 2012 Essentials console. 

Trend Micro also added quite a few 
new features that will keep these dif- 
ferent platforms safe and secure. For 
one, the company changed the overall 
design of the software to be more in- 
tuitive and easier to use. The program 
also features Flexible Device Manage- 
ment and Enhanced Work Flows tools 
that are built to help companies secure 
and manage their devices as well as 
speed up the process of adding new 
devices to a company's infrastructure. 
Worry-Free Business Security Services 
v5 takes advantage of a Web-based 
console, so companies can not only 
access the software from any location, 
but also save crucial resources for oth- 
er solutions and applications. 

LEXISNEXIS REDWOOD 
ANALYTICS PLANNING 
SOFTWARE VERSION 5.4 

LexisNexis Legal & Professional 
( www.lexisnexis.com ) offers a variety 
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of solutions for multiple industries, 
but its Redwood Analytics Planning 
Software Version 5.4 is specifically de- 
signed with law firms in mind. The 
software includes quite a few updates, 
including improved data security that 
gives companies more control over 
their assets, better overall tracking for 
plans, and custom coding to help or- 
ganize and assign tasks to employees. 
Version 5.4 also features Redwood 
Business Intelligence 5.2 integra- 
tion, which lets you compare infor- 
mation aggregated from Redwood 
Analytics Planning with your billing 
system, company goals, and more. 
The software is designed to improve 
individual client and entire portfolio 
management and help the company 
avoid potential profit pitfalls. 

MICROSOFT WINDOWS 8 

Microsoft's newest and much an- 
ticipated operating system, Windows 
8, features a new Start screen with tiles 
similar to those used in the Windows 
Phone Metro design scheme. Tiles are 
key to accessing frequently used ap- 
plications and also provide quick links 
to news, weather, and anything else 
that interests you. Microsoft designed 
Win8 to be faster, easier to use, and 
more fluid than previous Windows 



versions. A more familiar Windows 
interface, however, is available with- 
in Win8 for businesses and others 
who prefer to do without the Metro- 
inspired interface. 

Microsoft also updated its Internet 
Explorer software for better overall 
OS integration. Win8 is available in 
three separate versions: Windows 
RT, Win8, and Win8 Pro. Each option 
comes with its own unique features, 
but potential buyers should be aware 
that Windows RT won't run pro- 
grams from previous Windows op- 
erating systems, so most companies 
will need to choose between Win8 
and Win8 Pro. 

MICROSOFT DYNAMICS 
CRM ONLINE 

Dynamics CRM Online users will 
be happy to know that Microsoft ( www 
.microsoft.com ) is releasing an update 
that adds new features and function- 
ality to the solution. For instance, 
Microsoft Dynamics CRM will now 
support the Firefox, Chrome, and 
Safari Web browsers, iOS devices, and 
Win8, with a Win8 Mobile Experience 
update coming in mid-2013. Microsoft 
has also added more features that im- 
prove the user experience, including 
user-specific interfaces depending on 



business processes. Dynamics CRM 
Online also features Yammer and 
Skype functionality for improved col- 
laboration and communication. And 
with more cloud extensibility pos- 
sibilities and compliance features, 
Microsoft Dynamics CRM is even 
more flexible and compatible than 
previous versions. 

SOFTWARE AG ARIS 9.0 

With ARIS 9.0, Software AG (www 
.softwareag.com ) is trying to improve 
the way companies approach their 
business processes by infusing them 
with social, mobile, cloud, and ana- 
lytics tools designed to help compa- 
nies flow from one task to the next. 
One specific tool is ARIS Connect, 
which lets employees use HTML5- 
based clients to communicate re- 
gardless of location and regardless 
of device (desktop, laptop, smart- 
phone, or tablet). And with the ad- 
dition of Advanced Analytics, ARIS 
9.0 helps companies improve their 
business and processes through 
the use of statistics, modeling, and 
planning. ARIS 9.0 combines im- 
proved communication options and 
other tools to make your employees 
more productive, collaborative, and 
prepared. 



Microsoft Windows 8 adds a 
variety of new features and 
design choices that change the 
look and feel of the operating 
system. The new Start screen 
swaps traditional shortcut 
icons for application tiles 
similar to the Windows Phone 
Metro design scheme. 
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napatech 



Bring Your Corporate 
Network Into The Fast Lane 



Napatech's Hardware Is Key To Speed & Efficiency 



Not all corporate networks are 
alike. While some networks seem per- 
sistently susceptible to bottlenecks, 
others run with smooth efficiency. 
Napatech ( w\AA/v.napatech.com ) has gained 
a reputation worldwide for its advanced 
network adapters, which help OEM 
network appliance vendors to provide 
products that can help IT departments 
better analyze network traffic and bring 
corporate networks into the fast lane. 
We spoke with Dan Joe Barry, vice pres- 
ident of marketing with Napatech, to 
learn more about the company's role in 
the networking industry. 

QWhat role does Napatech play in the 
tech industry? 

A Making sure that the Internet and 
supported services are available, 
reliable, and above all secure is now 
the challenge that many companies are 
addressing with innovative, dedicated 
solutions. Napatech is helping these 
companies meet this challenge by pro- 
viding the products and technology 
they need in a way that is easy, reliable, 
and cost-effective. Napatech ensures 
that the high-speed data they need to 
analyze is provided to them quickly 
and reliably in a way that makes it easy 
for them to use. Napatech's customers 
are OEM vendors of network moni- 
toring, analysis, management, test, se- 
curity, and optimization appliances. 
These are often referred to as probes. 
Their task is to analyze high-speed data 
in real-time and make decisions based 
on that data. 



QWhat capabilities do 
Napatech's adapters en- 
able that particularly benefit 
high-traffic enterprise networks? 

A The key elements are 
100% packet capture 
with zero packet loss; the 
ability to time-stamp each 
packet uniquely even at 
high-speeds; the ability to 
merge traffic from multiple 
ports on multiple adapters 
into a single analysis stream; and 
others. We strive to make working 
with Napatech easy, not only in terms 
of technology, but also in terms of busi- 
ness. The business model is simple: 
you pay for the adapter and everything 
else is included. Service, support, main- 
tenance, upgrades are all included. We 
have expert support engineers avail- 
able at our global offices to assist OEM 
customers with integration, design, de- 
velopment and deployment as well as 
any issues that arise in the field. 




Dan Joe Barry 
is vice president 
of marketing 
for Napatech. 



expand in the applications 
we address as well as the re- 
gions we address. We now 
have three offices in the U.S. 
and one in Europe as well as 
local offices in Tokyo, Seoul 
and now Sao Paulo, Brazil. 



Q 



Can you give us an idea of the history 
and scale of Napatech's operations? 



Q 

A Napatech was founded in 2003 
with a focus on lOGbps network 
adapters. In 2006 we complemented 
this with a lGbps portfolio and since 
that time we have experienced double- 
digit yearly growth and profitability. 
We now have over 100 OEM customers 
in all corners of the world with well 
over 100,000 ports deployed in the 
field. This makes us the undisputed 
leader in this space. We continue to 



How does Napatech's tech- 
nology compare to that of 
its competitors? 

A Napatech has focused 
on the challenge of 
guaranteeing delivery of data for 
analysis applications. Our biggest 
competitor is often in-house develop- 
ment of alternative solutions to the 
same problem, where standard NICs 
(Network Interface Cards) are often 
used. Unfortunately, these NICs are 
not designed for this task, but for 
communication, where they normally 
do not have to handle more than a 
few million packets per second. In 
other words, they cannot keep up 
and packet loss occurs. For the cus- 
tomers we work with, this is not an 
option. 



Q 

A 



What can customers expect from 
Napatech in the future? 
We are focused on supporting 
our OEM customers, full stop. In 
that regard, we address the rising chal- 
lenge of monitoring and analyzing with 
increasing speeds and volumes. This 
includes moving to high speeds and 
capacities, such as lOOGbps, which is the 
next major frontier we will address. 



Napatech | (888) 318-8288 | www.napatech.com 
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ENERGY-CONSCIOUS TECH 




The electronic 
devices that make 
our lives easier also 
produce some un- 
wanted side-effects 
on the environ- 
ment. Fortunately, 
many consumer 
electronics manu- 
facturers and busi- 
nesses are working 
to create products 
that keep us pro- 
ductive while 
reducing energy 
demands to lessen 
our impact on 
the environment. 
Here, we take a 
look at the newest 
environmentally 
friendly technology 
initiatives. 



ITA, EPA & PRESIDENT OBAMA WORK 
TOGETHER TO INCREASE U.S. EXPORTS 

The ITA (International Trade Administration) and U.S. EPA (Environmental 
Protection Agency) are putting a plan in place to make good on President 
Barack Obama's goal to double the amount of U.S. exports from $1.57 trillion 
in 2009 to $3.14 trillion in 2015 by helping with the export of green technology 
solutions. The goal of the ITA and EPA is to continue American innovation 
in the green technology sector in an effort to boost manufacturing in the U.S. 
so that products can then be shipped overseas. And while it's unclear exactly 
what percentage of green technology solutions make up the total export goal, 
it will obviously be a major pillar for growth in future. 

IMPROVING OFFSHORE WIND POWER PRODUCTION 
WITH THE WINDHUB 

The U.S. Offshore Wind Collaborative and the University Of Maine recently 
teamed up to develop a helpful online resource for potential offshore wind 
power vendors called WindHUB. The searchable database aggregates data 
from multiple coastal states and determines the best possible locations for im- 
plementing offshore wind power collection technologies. The goal of this part- 
nership is to not only expand on WindHUB's already significant data set, but 
to also make the data much easier to access through an improved user inter- 
face. The University of Maine's Advanced Structures and Composites Center 
goes far beyond simple data collection and provides prototyping, testing, and 
commercialization of solutions to further grow the offshore wind power in- 
dustry in a large capacity. 





Starting along the Atlantic coast, the Offshore WindHub program will collect data to determine the 
best locations for wind-based energy development. 
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RENEWABLE ENERGY INVESTMENTS STILL ON THE RISE 

According to the Worldwatch Institute and its Vital Signs Online series of re- 
ports, renewable energy investment has continued to grow since 2004. In fact, in 
2011 alone, there were $257.5 billion in green energy investments, a 17% increase 
over the previous year. China led the way with $52 billion in renewable energy 
investments while the United States followed closely behind with $51 billion at the 
end of 2011. The growth wasn't only seen in industrialized countries, which ac- 
counted for 65% of investments, but actually showed up in developing countries 
as well (35% of the total). And 80% of those developing country investments were 
directed to renewables in Brazil, India, and China. 

APPLE'S GREEN DATA CENTER 

>* Apple's website claims its Maiden, N.C., will be "the most environmentally sound 
data center ever built. " Using a combination of solar arrays and fuel cells, the data center 
will produce 60% of its power onsite; at full capacity, the data center is expected to re- 
quire approximately 20 megawatts of power. To ensure the data center remains cool, 
the building features a "white cool-roof" that reflects heat, utilizes a system that pulls in 
outside air at night and during cool weather, and has a chilled water storage system that 
improves chiller efficiency by transferring electricity consumption to off-peak hours. 
Built using 14% recycled materials, the data center has many other design and opera- 
tional features that have helped it earn a LEED Platinum certification. 



E-WASTE RECYCLING 
GOAL REACHED 

> Verizon recently reached 
a significant milestone by 
collecting more than 1 mil- 
lion pounds of e-waste since 
2009. Over the past three 
years, Verizon has put on 35 
Recycling Rallies to make 
it easier for consumers to 
drop off their old electronic 
devices to be recycled. How- 
ever, the company isn't 
stopping there; it has set a 
new goal to collect 1 million 
more pounds of e-waste by 
2015. This program is a part 
of Verizon's overall sustain- 
ability approach, which also 
includes a plan to cut down 
on carbon emissions. 



A RESIDENTIAL 
ENERGY HUB FOR 
USE WITH GREEN 
ENERGY SOURCES 

>- Axion Power International 
and The Rose Water Energy 
Group recently announced 
the new Residential Energy 
Storage Hub REH1210S 
(starts at $45,000), which is an 
alternative home power solu- 
tion for consumers. In High 
Quality Power Mode, the 
HUB can support/ provide a 
maximum continuous power 
output that measures 10 kVA. 
When paired with wind or a 
photovoltaic energy source 
(such as a solar panel), the 
Hub can convert incoming 
energy into usable power for 
the home. The Hub also acts 
as a generator providing an 
alternative power source in 
the event of outages. 



The Residential Energy Hub is designed to 
use electricity and green energy sources 
to provide power to your home during 
normal usage and outages. 
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How To Handle 
Business E-waste 

Guidance For Reusing & Recycling Obsolete Electronics 



Computers, cell phones, fax machines, networking equipment, 
televisions, VCRs, DVD players, PDAs, monitors, and other 
electronics that have become obsolete are all examples of e-waste. 
Your business has likely dealt with its share of the stuff, but has it don 
so responsibly? The following offers guidance on handling e-waste. 




WHY DO IT? 

Some estimates suggest there are 
upward of 600 million obsolete com- 
puters in the United States alone. 
That would be enough to span six 
acres and stretch a mile high. Other 
estimates state 80% of U.S. e-waste 
ends up in landfills, while globally 40 
million tons winds up in dumps or is 
incinerated annually. 

Two particularly startling estimates 
state that only 10% of unwanted com- 
puters are properly recycled, and 
more than 70% of discarded elec- 
tronics are shipped overseas to de- 
veloping countries with few, if any, 
safety regulations. This includes 
e-waste that U.S. recyclers ship to 
countries where unprotected locals 
burn, tear apart, dump, and bury 
electronics. These processes expose 
workers, communities, wildlife, water 
resources, and crops to the hazardous 
materials the e-waste contains. (Many 
estimates, for example, proclaim one 
computer contains as much as four 
pounds of lead, sometimes more.) 

HOW TO DO IT 

Proper handling of e-waste be- 
gins with the purchase of electronics 
that have " green " (environmentally 
friendly) traits. One resource that as- 
sists in this effort is EPEAT (Electronic 
Product Environmental Assessment 



Tool; www.epeat.net ), which maintains 
a registry of green electronics. After 
purchasing electronics, businesses 
can implement any number of moni- 
toring and management tools aimed 
at enabling more efficient energy 
use. The FEC (Federal Electronics 
Challenge) and Energy Star also offer 
resources via their websites at www 
.federalelectronicschallenge.net and www 
.energystar.gov . 

Once electronics become e-waste, 
the primary methods for responsibly 
handling the devices are to reuse or 
recycle them. Reuse can be as simple 
as donating old electronics to schools, 
churches, or other organizations. 

LOCAL RESOURCES 

The EPA ( tinyurl.com/6q5nksg ) 
and NCER (National Center For 
Electronics Recycling; www.electron- 
icsrecycling.org ) provide resources for 
finding local, manufacturer- and re- 
tailer-, and government-supported 
reuse and recycling programs. The 
EPA's Plug-In To eCycling program, 
for example, helps develop reuse and 
recycle programs through national 
and local partners. 

Where recycling is concerned, it's 
important for businesses to un- 
derstand what local and state regu- 
lations require. The EPA offers 
information on the topic, as does 



the NCER and NERIC (National 
Electronics Recycling Infrastructure 
Clearinghouse; www.ecyclingresource 
.org ). According to NCER, 25 states 
currently have laws concerning how 
e-waste should be handled. 

Arguably, two of the most im- 
portant recycling-relating issues 
businesses should consider include 
making certain that data is dis- 
posed of on old electronics before 
recycling and that decision makers 
select a recycler that handles e-waste 
responsibly vs. shipping electronics to 
impoverished nations with suspect 
oversight in place. 

To find a local recycler and learn 
more about donating, Eco Squid (www 
.ecosquid.com ), Earth 911 ( earth911.com ), 
and TechSoup.org provide search en- 
gines and other information. 

BUT WAIT, THAT EQUIPMENT 
MIGHT BE VALUABLE 

Before you rush to recycle your 
old equipment, make sure it doesn't 
possess hidden value. XTechnology 
Group ( www.xtglobal-usa.com ) offers 
not only recycling services that in- 
clude data eradication and proper 
disposal, but also remarketing ser- 
vices that determine the maximum 
value of old hardware so that it can 
be cleared of data and resold or re- 
cycled in a compliant manner. 
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Mobile Is Somewhat Of A 
Different Ball Game 



Forrester Research ( www.forrester.com ) 
predicts that 1 billion consumers world- 
wide will own smartphones by 2016. 
Of these, 350 million will be employees 
using their devices in a work-oriented 
capacity. It isn't surprising, then, that 
Forrester expects business spending on 
mobility to double by 2015. 

Naturally, acknowledging the cor- 
responding rise in mobile Web usage, 
many companies want to take their ex- 
isting IT resources in conventional Web 
design and throw them at mobile Web 
development. It's all the same Web, 
right? Of course, nothing is that simple. 
Few public-facing businesses in 2012 
would argue against the need for a mo- 
bile website, but the considerations and 
skill sets involved can be remarkably 
divergent. 

SIMILAR, BUT. . . 

"The Web on mobile devices uses a 
different set of tools from a PC browser 
approach/ 7 says Roger Kay, president of 
Endpoint Technologies Associates ( www 
.ndpta.com ). "The underlying operating 
systems are different, so the target envi- 
ronments must be understood." 

The most basic distinction is between 
Web-centric code and native (on-de- 
vice) application code. Obviously, na- 
tive code written under iOS's Cocoa 
framework in Objective-C isn't going 
to run on Android or BlackBerry, so 
developers need to work at porting their 



native apps between the various p. 
forms. Some people assume that simply 
coding for a mobile website alleviates 
the need to worry about platforms, but 
this isn't true. The site still needs to run 
properly on each of the major platforms 
as well as (at a minimum) those plat- 
forms' default browsers. 

Cross-browser site compatibility 
is no easy task, even in the desktop 
world. However, development teams 
already versed in JavaScript for desktop 
browsing can learn what's needed to 
create compatible sites fairly easily. 

"If companies have folks who al- 
ready have good JavaScript skills, the 
adaptation process can be fairly quick," 
says Jeffrey Hammond, principal ana- 
lyst at Forrester. "There are some fairly 
good JavaScript frameworks out there 
that do a great job of rendering apps on 
mobile platforms. What does take more 
time is understanding how a four-inch 
screen is different than a 10-inch or a 15- 
inch screen." 

To begin with, a normal Web page 
covers a lot of space, with plenty of 
room for information and links. But any 
tablet user knows that link-heavy pages 
tapped by imprecise fingers lead to ac- 
cidental link-tapping and therefore time 
wasted in extra navigation. Thus de- 
signers must reimagine the entire page 
paradigm for mobile environments, and 
some designers may need additional 
training in order to "think small." 




"Beyond layout," says Kay, "the 
designer has to presume that the user 
has no access to other windows, which, 
while not strictly true in all cases, is 
likely to hold in most. Therefore, there's 
little ability to refer to other pages or ex- 
change data between them the way one 
might on a PC. The Web app must be 
more self-contained, supplying all the 
information that the user might want to 
work with right there inside the app." 

Not every business needs to worry 
about in-depth mobile Web training. In 
cases where native apps make the most 
sense — anything from strategy games 
to business productivity apps — the 
company may only want to deal with 
supporting one or two platforms. The 
deciding factor is where the user's data 
needs to reside, which is often dictated 
by how often and at what speeds that 
data needs to be accessible. But in situ- 
ations where user data is kept off-de- 
vice, such as online banking, JavaScript, 
HTML5, and CSS combined can deliver 
most of the necessary ingredients for a 
professional mobile site. Better yet, these 
technologies cost fairly little to develop 
and maintain. 

Additionally, it is possible to have 
mobile sites with rich GUIs that feel to 
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"You want to support four operating 
systems that are updating twice a year? 
Well, that's eight releases of your app or site 
to support each year, and if you're doing that 
externally, you're going to be paying a lot." 



Jeffrey Hammond 

principal analyst, Forrester Research 



"The Web on mobile devices uses a 
different set of tools from a PC browser 
approach. The underlying operating 
systems are different, so the target 
environments must be understood." 

Roger Kay 

president, Endpoint Technologies Associates 




users like native applications. This is 
feasible with libraries such as j Query 
Mobile, jQTouch, and Sencha Touch, all 
of which target devices with WebKit- 
compatible browsers. Of course, such 
libraries also represent another bed of 
knowledge that on-staff developers will 
need to learn when trying to craft high- 
grade mobile sites. 

IN-HOUSE OR OUTSOURCE? 

According to Hammond, mobile 
Web consumption is massive right now, 
and companies can expect to pay top 
dollar for third-party development ser- 
vices, at least until more companies be- 
come proficient at handling their own 
needs in-house. There is always the op- 
tion of going offshore for programming, 
but this introduces its own complexities, 
and businesses are likely to find that 
even offshore mobile development costs 
more than other types of programming. 
This is a large part of why Hammond 
advises enterprises to develop their own 
mobile capabilities and capacity. 

"You have to update applications 
or sites on a regular basis/ 7 he notes. 
"Because the operating systems update 
at least twice a year per platform, you're 
going to be doing more maintenance. If 
nothing else, you're going to be testing 
to make sure that when Apple updates 
its OS, it doesn't break your app. You 
want to support four operating sys- 
tems that are updating twice a year? 
Well, that's eight releases of your app or 



site to support each year, and if you're 
doing that externally, you're going to be 
paying a lot." 

Another option is to go with off-the- 
shelf software. Clearly, this removes a 
fair bit of the development and support 
burden. After all, why reinvent Gmail 
if that's all that the company needs? In 
many cases, particularly for internal use, 
off-the-shelf is perfectly fine. It's when 
the business activity addressed by the 
mobile app or site is unique, and that 
uniqueness needs to be conveyed for 
branding or other purposes, that custom 
development becomes necessary. 



"You need to go custom when 
the expense of buying off-the-shelf is 
higher than the expense of developing 
and maintaining your own," adds 
Hammond. "For tasks that are fairly hor- 
izontal, like collaboration, why would 
you write your own custom app? But 
for things that are unique to your busi- 
nesses, there are reasons to want your 
own custom-developed app there." 

COMPROMISE SOLUTION 

If it seems resources are limited to 
in-house development of mobile Web 
apps, but what your business truly 
needs is the performance or other at- 
tributes of a native app (which might 
require outsourcing), you may opt for 
a middle path with "hybrid" apps. 
Hybrids are downloadable, like native 
apps, but they run at least some of their 
UI through browser elements. The ad- 
vantage of hybrid is that it brings many 
of a native app's benefits but remains 
more agnostic for spanning across mul- 
tiple mobile platforms, and with fewer 
development headaches. Facebook's 
mobile app is a common example. 
The heavier reliance on HTML and 
JavaScript tools may make hybrid apps 
a more viable option for companies 
trying to seize their own mobile reins. 



» Four Mobile Application Development Choices 

According to Forrester Research, there are essentially four approaches to mobile 
application development. What an organization chooses depends on its needs. 

Hybrid 




Middleware 

Source: Forrester Research 
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A Focus On Apps 

How To Control Usage On Company-Owned Devices 



Historically, where employee-owned 
devices are concerned, company efforts 
to protect data and assets on mobile de- 
vices have focused on controlling the ac- 
tual devices. That is changing, however. 
Today, there is a growing realization 
among businesses that implementing 
comprehensive protection also means 
enacting some form of control over the 
apps employees use on those devices. 

WHY BE CONCERNED 

Why bother controlling app usage? 
In a word: security. Primarily, compa- 
nies fear that employees will down- 
load malicious apps that introduce any 
number of exploits that could enable 
a hacker to take control of the device. 
There's also the worry that employees 
could make company data vulnerable 
by using apps that share and sync. 

"It's becoming increasingly difficult 
to separate corporate technology use 
from personal technology use, regard- 
less of who owns the device," says Mike 
Battista, research analyst with Info-Tech 
Research Group ( www.infotech.com ). 
"This is particularly true when you 
bring the cloud into it. If an app — be 



it an actual downloaded app or just a 
Web service — stores data in the cloud, 
it doesn't matter that it's a company- 
owned device. The data all goes to 
where the employee wants it to. That 
can be a problem if there is informa- 
tion the business wanted to keep within 
company walls." 

Companies more apt to be concerned 
about app control are those with pro- 
prietary/ confidential data at risk and 
those under scrutiny of regulations. 
"Honestly, almost all companies have 
data they want or need secured, but 
those companies who are in heavily reg- 
ulated industries are the groups who 
are the most concerned," says Christian 
Kane, analyst with Forrester Research 
( www.forrester.com ). "Smaller companies 
tend to have a more laissez-faire attitude 
towards device and app security to a 
certain extent, but really it's dependent 
on the company." 

WHY COMPANIES DON'T 
MONITOR 

Considering what's at stake, why 
don't all companies that deploy mo- 
bile devices also monitor and control 



employee app usage? "First, most com- 
panies aren't using a large number of 
mobile applications, and a majority of 
their workforce isn't using company 
apps that are available," says Kane. 
"This means that they don't nec- 
essarily have mobile apps as a high 
priority, and most firms today aren't 
monitoring apps." Most companies, 
he says, still focus only on mobile de- 
vice management, and most MDM so- 
lutions don't enable tracking all app 
usage, only identifying what apps are 
installed. 

Additionally, monitoring app usage 
can prove difficult. "Without actively 
seeking out an MDM or MAM [mo- 
bile application management] solution, 
keeping track of app installation and 
usage on employee devices (even if the 
devices are issued by the company) is 
not easy to do," Battista says. Despite 
increasingly more companies using 
MDM and MAM solutions, many com- 
panies still don't see an immediate ad- 
vantage to doing so, he says. 

Kathryn Weldon, principal analyst 
for enterprise mobility with Current 
Analysis ( www.curren tanalysis.com ) , says 
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"Honestly, almost all companies have 
data they want or need secured, but 
those companies who are in heavily 
regulated industries are the groups who 
are the most concerned/' 

Christian Kane 

analyst, Forrester Research 



"I'd say if you have less than five apps 
that you're worried about, [then] maybe 
it's not worth it." 

Kathryn Weldon 

principle analyst, enterprise, enterprise mobility, Current Analysis 




"It's becoming increasingly difficult to 
separate corporate technology use from 
personal technology use, regardless of 
who owns the device." 

Mike Battista 

research analyst, Info-Tech Research Group 




that depending on the number of apps 
in use, implementing a MAM solu- 
tion may not be worth the effort. "It 
depends on how many apps you even 
allow your users to use/' she says. "[If] 
you have less than five apps that you're 
worried about, [then] maybe it's not 
worth it." But if you have a fairly large 
number of apps, she adds, and notice 
employees are bringing in their own de- 
vices for interacting with both personal 
and corporate data, "there is the para- 
noia that should probably kick in at that 
point to figure out some way to lock 
down the personal and business data." 

MEASURES OF CONTROL 

Though some companies have yet 
to adopt an MDM or MAM solution, it 
is likely companies will seek out solu- 
tions with application control function- 
ality as app reliance among employees 
grows. IDC has forecast that global rev- 
enue from MEM (mobile enterprise 
management) software, which includes 
both MDM and MAM components, 
will grow from $444.6 million in 2011 
to $1.8 billion by 2016. 

Battista sees "application manage- 
ment as an increasingly emphasized 
part of MDM." Regardless of terms and 
acronyms used, he says, "I'm seeing 
vendors racing to offer functionality that 
goes beyond basic MDM." Many MDM 
vendors, he says, promote their corpo- 
rate app stores and app management as 
a differentiating feature." 

Weldon's recent research breaks 
down vendors offering MAM abilities 
into functional categories, including: 

• Vendors that offer MAM solutions 
but also operate an app store 

• Vendors that focus on mobile appli- 
cation development but also offer 
MAM or app store integration 

• Vendors that lead with mobile se- 
curity and use app wrapping to ad- 
dress MAM 

• MDM vendors that incorporate 
MAM capabilities 

For SMBs, she says, MDM vendors 
that incorporate MAM abilities are 



probably the best fit currently. For com- 
panies already investing in MDM solu- 
tions, Weldon adds, "you can probably 
go to the next step with them." 

EARLY DAYS 

As MAM is still in its early stages, 
Kane says, most companies have yet to 
adopt a solution. As companies build 
more mobile apps in their environ- 
ments, though, there will be a greater 
need for both app management and app 
distribution/ delivery solutions such as 
corporate app stores. Approaches now 
available include vendors that use an 
SDK to allow developers to leverage 
their management tools. To date, this 
approach has probably been offered 
most, Kane says, because the solution is 
often tied to MDM or other mobile solu- 
tions, although it does "require different 
versions of each application you want, 
and if multiple management firms are 
offering an SDK, it gets tricky." 



In addition to application wrapping, 
"which is basically putting a policy/se- 
curity wrapper around a given applica- 
tion," Kane says, a third vendor type is 
offering "virtual workspace containers" 
that essentially let companies install 
all corporate apps in a separate con- 
tainer on the device so that work and 
personal apps don't interact. Currently, 
app wrapping is drawing considerable 
interest and will probably get significant 
traction moving forward "because it lets 
you be a bit more agile in terms of the 
apps you put in there," Kane says. 

Ultimately, Battista foresees vendors 
offering device, app, and document 
management functions "under the 
same umbrella, either as bundles or 
allowing businesses to pick and choose 
a la carte. I'm not sure which acronym 
will win out for describing that set of 
features, but many vendors will at- 
tempt to be a one-stop shop for all of 
them." 
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SMBs & Cloud-Based 
Backups 



Assess Need, Compare Vendors & Select A Service 



All enterprises understand how 
important it is to back up data, but 
they may not all be aware of cloud- 
based offerings that can save internal 
resources as well as help lower the IT 
budget related to data storage. For 
some companies, it's a simple matter 
of not wanting to move away from 
traditional backup approaches. For 
others, it's about worrying that the 
services are too complicated and po- 
tentially risky. Whatever the reason, 
you may be missing out on the many 
benefits these services provide. 

ADVANTAGES & DISADVAN- 
TAGES OF CLOUD BACKUPS 

One of the biggest benefits of cloud- 
based backups is that they don't con- 



sume onsite resources and instead are 
housed at an offsite facility. According 
to Rachel Dines, senior analyst with 
Forrester Research ( www.forrester.com ) , 
with PC-based backups, vendors are 
introducing new features all the time. 
Generally, backups are non-disruptive, 
continuous, and provide the ability to 
still work with open files even as they 
are being backed up. She points out 
that these backups can sometimes be 
accessed from smartphones and tab- 
lets, even if the data was originally 
backed up on a desktop or laptop. 

Ileana Funez, research analyst with 
Info-Tech Research Group ( wwwinfotech 
.com ), says that on the server side, where 
companies are backing up a larger 
amount of data from multiple systems, 



one benefit is that there is 'Very little 
management overhead that goes into 
it." Many vendors also offer redundant 
storage features and provide "a good 
amount of security for the long-term 
availability of data," she says. 

However, there are a few draw- 
backs with cloud-based backups that 
you should be aware of. For one, you 
are putting potentially sensitive data 
in the hands of a third-party source 
and if you aren't fully aware of their 
security practices, you could be put- 
ting that information at risk. 

Pricing can also be an issue be- 
cause it "is based on capacity and 
the one thing companies really have 
to look out for is overage fees," says 
Funez. If you sign up for a certain 



Key 
Points 



Compare as many ven- 
dors as you can, look at 
the feature sets of their 
services, and then the 
pros and cons of cloud- 
based backups. 



Keep disaster recovery 
and business continu- 
ity concerns in mind 
when choosing a 
service. 



Know what types of data 
should be backed up and 
set up a schedule that 
won't disrupt employee 
productivity. 



Consider complementing 
::: your traditional backup 
approach with cloud- 
based backups to create 
a hybrid solution that 
covers all bases. 
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"Businesses that will get the most value 
out of online backup are those with low 
storage needs or low data transfer flows. 
Companies do need to compare it to tra- 
ditional in-house backup options as well 
because if they have a lot of data, the cost 
savings may not be there." 

Ileana Funez 

research analyst, Info-Tech Research Group 



"Any time you talk about online or cloud ser- 
vices, you need to vet their security practices. 
What are they doing from a data loss preven- 
tion and data segregation standpoint? What 
levels of encryption do they use?" 

Rachel Dines 

senior analyst, Forrester Research 





capacity and then exceed that limit, 
you could be hit hard by additional 
charges that negate any potential sav- 
ings. But most of these problems can 
be overcome by doing your due dili- 
gence up front and understand what 
exactly it is you're paying for. 

WHAT TO LOOK FOR IN 
VENDORS & SERVICES 

Research is one of the key aspects of 
choosing any product or service and 
that's why it's so important to compare 
multiple cloud computing vendors be- 
fore signing an agreement. You not only 
need to know the features of their spe- 
cific offering, but also whether or not it 
is a fit for your data backup needs. 

"From a technology perspective, 
you want to know what they are 
going to do to help with data reduc- 
tion and bandwidth efficiency/' says 
Dines. "You want to make sure that 
the backups aren't going to take a 
really long time and stall up your 
systems and that you aren't going to 
be paying high network costs because 
the backups are really large." 

Next to the technology itself, you also 
need to be aware of the vendor's secu- 
rity practices, find out what types of 
data loss prevention solutions they have 
in place, and also learn about the data 
retention policies. "How long is data 
kept?" says Dines. "Can that be cus- 
tomized for the particular needs of my 
organization? Can I choose between a 
30-, 60-, 90-day retention? Those are the 
basics that you want to look for." 

DISASTER RECOVERY & 
BUSINESS CONTINUITY 
CONSIDERATIONS 

Another huge benefit of cloud-based 
backup, and something that every 
company needs to know about before 
making the plunge, is that these types 
of online services are perfect for disaster 
recovery and business continuity. 

"We're starting to see some of the 
online backup providers also offer 
cloud disaster recovery," says Dines. 
"You're backing up to them and if 
you lost your primary data center, 



you could recover in the cloud using 
your backups to their data center." 

However, Dines warns that you can't 
abandon having a disaster recovery plan 
in place just because you have backups 
stored off-site. "You still have to have 
a way to recover that data and those 
systems to alternative hardware and an 
alternate location," she says. That's why 
it's important to maintain great commu- 
nication with your vendor from begin- 
ning to end and ensure that you will be 
covered in case of a data loss event. 

BACKUP CONSIDERATIONS 

In terms of what should be backed 
up, Funez and Dines have slightly dif- 
ferent views. Funez says that compa- 
nies should mainly focus on backing 
up data that is "difficult to replace," 
such as ERP, CRM, and email data as 
well as finance databases and HR sys- 
tems. Dines agrees that it's important 
to back up mission-critical data, but 
that you also need to back up every- 
thing else as well. But if that seems to 
be unreasonable and potentially expen- 
sive, she says companies can't coun- 
teract it by minimizing data retention. 

If you can get retention times down 
to 30 days or less, that's going to save 



you a significant amount of money," 
says Dines. "The majority of backups 
needs to be restored from the past 
couple of days, not from a month ago. 
The likelihood that you'll need a backup 
from even 30 days, 60 days, or 90 days is 
pretty low. To save on costs, you can cut 
those retention times down." 

TAKE A HYBRID APPROACH 

If you're still not sure whether or 
not a cloud-based backup approach is 
right for you, consider dipping your 
toe in the water instead of diving in 
head first. Dines says that small organi- 
zations have the possibility of using the 
cloud as their sole backup solutions, 
but that "as you get into larger com- 
panies and larger amounts of data, it's 
very useful to have a local stop." 

Funez agrees, saying that you 
should always have an on-site backup 
solution in place for your mission-crit- 
ical data, but that you can use cloud- 
based backups for emergencies. She 
does say that companies that use re- 
mote location should consider backing 
up directly to the cloud, but for many 
companies, a hybrid approach is 
a great way to start using the cloud 
without fully committing to it. 
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Bluetooth & NFC 

Two Wireless Technologies, Many Different Uses 



Although they may seem alike 
in many ways, the only noteworthy 
similarity between Bluetooth and NFC 
(Near Field Communication) tech- 
nologies is that they are both 
wireless in nature. Aside from that, 
each technology is best suited for spe- 
cific applications that leverage their 
inherent strengths. For instance, 
Bluetooth is perfect for lengthy interac- 
tions where two or more devices are 
connected for a long period of time. 

By contrast, NFC is a fit when 
only short connections are required. 
The key to truly understanding 
the difference between these two 
technologies and how they can be 
helpful in a variety of ways is to 
take a look at their potential uses 
and determine whether or not a cer- 
tain feature is beneficial to you. 

BLUETOOTH USES 

Bluetooth has been around 
longer than NFC and has under- 
gone many changes over the years. 
Initially its primary use was to pair 
a mobile phone with a wireless 
headset, and that usage has grown 



to include the pairing of com- much more reliable and suitable for 

puters and even game consoles. a variety of new applications. 
Business travelers are familiar with 

Bluetooth because it is used for the NFC USES 

aforementioned wireless headsets Whereas Bluetooth is more com- 
as well as for hands-free calling in monly used for long-term connec- 
certain situations. And as the tech- tions, NFC is more often used for 
nology continues to evolve, more fast data transfers and other quick 
and more uses emerge. share situations. NFC enables you 

Bluetooth is also showing up on to either touch two NFC-capable 

different types of consumer de- devices together or bring them into 

vices. Some digital cameras have close proximity with each other 
Bluetooth built- to share photos, 

in so you can in- videos, and other 

stantly send a files almost in- 

photo to a smart- Bluetooth has been stantl y- 

phone or to your t ,-, But the tech- 

computer without 

around longer man 

nology goes way 

having to plug in NFC and has under- beyond sharing 
a cable. And some PjonC HianV chanSCS multimedia and 
televisions, Blu-ray , i could revolu- 

players, and other 0Ver tJie Y earS - tionize the way 

devices allow you people use their 

to use your phone phones in ev- 

as a remote con- eryday situations, 

trol. As we mentioned, Bluetooth is You may have seen advertise- 

a better fit for long-standing con- ments for applications where you 
nections and with each new gen- can use your phone to pay for items 
eration, the technology is becoming at gas stations, department stores, 
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NFC enables you to either touch two NFC-capable 
devices together or bring them into close proximity with 
each other to share photos, videos, and other files almost 
instantly But the technology goes way beyond sharing 
multimedia and could revolutionize the way people 
use their phones in everyday situations. 



and other locations. These types 
of instant payments use NFC tech- 
nology to turn your smartphone or 
other device into a mobile wallet. 
You can, for instance, store credit 
card information on your smart- 
phone and swipe your phone past 
a terminal to pay for products or 
services. Additionally, with many 
of these applications, you can keep 
receipts and other information 
stored on your smartphone or tablet 
or send them via email, which can 
be a perfect solution for frequent 
business travelers as well as anyone 
who interested in going paperless. 

NFC can also be used as an iden- 
tification tool, similar to the key- 
card you might use to gain entry 
to a secure room or building. But 
perhaps one the most intriguing 
uses of NFC for companies could 
be interacting with customers at 
trade shows or other events via 
NFC-enabled devices. 

Imagine being able to have po- 
tential customers swipe their 
phone next to a terminal and 
choose to instantly share their con- 
tact information, helping you build 
a stronger database. You could also 
use such terminals to share adver- 
tisements, product facts, coupon 
codes, and other information that 
could help drive sales of your 
products in stores. 



NFC remains a relatively new 
technology and many companies 
are still sorting out how to apply 
it to traditional business practices. 
But as you can see, NFC holds sig- 
nificant potential and is already 
showing how it can make sales sit- 
uations essentially stress-free for 
the customer. 

USING THEM TOGETHER 

In some situations, NFC tech- 
nology can actually improve 
Bluetooth functionality. For in- 
stance, some companies use 
NFC connections to help set up 
Bluetooth connections quickly. 
Instead of searching for a Bluetooth 
connection or holding down a 
button for a long period of time, 

» NFC-Based Payments On The Rise 

According to a report 
from the Pew Re- 
search Center and 
Elon University, 65% 
of the 1,021 "technol- 
ogy stakeholders and 
critics" surveyed agree 
that mobile wallet us- 
age will become "com- 
monplace by 2020." 

We are already at 
the point where debit 
cards, credit cards, and 



you can initiate an NFC connection 
with little effort and pair devices 
almost instantly. 

It isn't clear whether or not NFC 
will eventually replace Bluetooth 
altogether, but for now each tech- 
nology clearly has its own ben- 
efits for users to take advantage 
of. For long-term device pairing, 
Bluetooth is the way to go. For in- 
stant data transfers, NFC is easy 
and convenient. And because 
newer smartphones are starting 
to come with these technologies 
built-in, companies and consumers 
won't have to choose between 
them, but instead be able to take 
advantage of every benefit that 
both Bluetooth and NFC have to 
offer. 



other forms of payment 
are used much more 
often than cash, but 
this report says that in 
less than eight years, 
NFC-based mobile 
payments may even 
outpace those alterna- 
tives or replace them 
altogether. 

There are still a few 
hurdles to overcome 
with NFC related to 



potential security 
issues and the reluc- 
tance of some users 
to go fully digital. But if 
you, as a consumer or 
as a business execu- 
tive, aren't looking into 
the many possibilities 
of NFC, it might be 
time to start research- 
ing it because it ap- 
pears that NFC is here 
to stay. 



PCToday / December 2012 49 



Mobile scanning, 
redefined. 



MobileScan Pro* 100 Part# wsioo-pm 

- $149 95 




Scan Anything — Capture crisp images of books, 
magazines, photos and personal documents. 




Fully Mobile — With microSD™ storage and battery 
power, you can scan anywhere, without a computer. 




microSD'" card for secure mobile 
storage and easy file transfer 



Desktop Dock— Complete with an automatic 
document feeding station for use at home or in 
the office. 



2 Ways to Scan 

Choose between handy wand 
scanning and automatic 
desktop imaging 



Ambir: 

Technology! 

www.ambir.com / 800-915-9930 





©2012 Ambir Technology, inc. All rights reserved- Trademarks are property of their respective owners. 



«-ON 

powered by COOlfllAX 



Mini Bar Speaker Dock 



Made for 

liPod Q iPhone DiPad 



» Universal clock charges your iPad, 
iPhone or iPod while it plays 



» Compact design compliments 
your iPad, iPhone or iPod 



* Built-in stereo si 




» Sync while docked with your computer 



Available at: 



> 10Q-240V UNIVERSAL AC Adapter 

IN 



ll o 



DC SV MJiUH 



» USB Sync 



• Auxiliary line input for any audio 
devices with 3.5mm jack 



» Volume control knob 



Blue LED power indicator 



Model: 15-2009 



amazoncom 



HASH 



MOBILE OFFICE 

BUSINESS ON THE ROAD 



Smartphone Tips 

Customizable Settings, Security Features & More 




KB E R R 



ADD A WEBSITE 

TO YOUR HOME SCREEN 

> If you regularly visit your company web- 
site or have any other sites that you visit 
often, BlackBerry's OS gives you the option 
of adding an icon to your Home screen 
for quicker access. In your smartphone's 
browser, type a website URL into the ad- 
dress bar and wait until the site loads. Press 
the BlackBerry Menu key until a list of sug- 
gestions pops up and then select Add To 
Home Screen. Here you'll have the oppor- 
tunity to change the name of the shortcut 
and decide where you want the icon to 
appear. Give the shortcut a brief and easily 
recognizable name for quicker reference. 
Click Add and the website shortcut should 
show up on your home screen. 



ADJUST YOUR BACKLIGHT SETTINGS 

>■ It's tempting to turn your BlackBerry backlight up as high as it will 
go and leave it there, but doing so can drain the battery life of your mo- 
bile device and limit the amount of time you'll actually be able to use it. 
Some smartphones have a dimming function that automatically senses 
the amount of light in a given environment and then adjusts bright- 
ness accordingly. But if you prefer to change the settings manually, the 
BlackBerry OS includes an easy-to-use tool for that purpose. 

Find your Options icon, usually on the home screen unless you 
placed it in a folder, and select it. Click Display and then Screen Display. 
This menu has a variety of options related to your smartphone's display, 
including a few backlight options. To dim or brighten your backlight, 
adjust the Backlight Brightness level. To adjust the amount of time your 
backlight stays on, change the Backlight Timeout field. Make sure that 
after you make the appropriate adjustments, you click the BlackBerry 
Menu key and save your changes. You can go back to this menu at any 
time to adjust backlight settings to fit your specific situation and help 
boost your battery life in the process. 



PCToday / December 2012 51 



MOBILE OFFICE 

BUSINESS ON THE ROAD 



ANDROID 



SET UP FACE UNLOCK 

> People often store sensitive infor- 
mation on their smartphones and 
these devices are also gateways to 
email messages, internal company 
data, and more. It's important to put 
as many security measures in place 
as possible to prevent unwanted 
access to your smartphone and 
protect that sensitive data. Android 
offers a variety of security options, 
including simple passcodes, but the 
recent Android 4.1 (aka Jelly Bean) 
update provides a new security fea- 
ture called Face Unlock that uses fa- 
cial recognition software to allow or 
deny access to your Android device. 

Go to the Settings menu on 
your smartphone and then select 
Personal, Security, and Screen Lock. 
From this menu, you can choose 
which type of lock you'd prefer, 
including the aforementioned 
password option or a swipe to un- 
lock option. Choose Face Unlock 
and follow the steps to add your 
facial information into the lock's 
system. You can also adjust the 
face matching capabilities from the 
Security menu to make Face Unlock 
as accurate as possible. Note that 
even with such a security measure 
in place, it's important to remember 
you shouldn't store sensitive data 
on your phone if at all possible. 



TURN LOCATION TRACKING ON/OFF 

> By default, there are a few applications that track and record your loca- 
tion data. And while many of them request permission from the outset, 
you may decide at a later date that you want to turn this feature off. On 
your Android device, go to Menu, Settings, Privacy And Accounts, and 
Manage Location Settings. From this menu, you can turn off the location 
settings of Google Maps and also turn off location reporting to prevent 
your data from being sent to (and stored by) the company. But if had 
location services turned on, that means there is still some data stored on 
Google's servers. You can go to the Google Latitude history page (www 
.google.com/latitude/b/O/history/dashboard ) on your computer to delete your 
location history and also disable the further collection of location data. 

CHECK BATTERY LEVEL 
& OPTIMIZE BATTERY LIFE 

> For most smartphones, the default battery indicator doesn't provide much 
more information than a general idea of how much power remains. But for 
those who would like to see a little more data or even analyze just how much 
battery life individual applications are eating up, Android provides a way. 
Go to Settings, Device, and then Battery. This menu will not only show you 
how much battery you currently have left, but also the amount of battery life 
each app is taking. This information should give you a solid foundation for 
where to cut down on power hogging apps. 

For instance, if you leave your Bluetooth or GPS features turned on 
100% of the time, it's going to drain your battery much faster than if you 
only turn them on when you need them. You should also consider con- 
necting to a Wi-Fi network when possible, but not leaving the feature 
turned on when you're out of Wi-Fi range. Make sure you don't leave 
apps running unnecessarily in the background and try dimming the 
brightness of your display. All of these small changes can often lead up to 
big improvements in overall battery life. 

MANAGE VPN NETWORK ACCESS 

> VPN networks are great for allowing mobile users to access internal com- 
pany resources safely and securely and Android makes it easy to set up and 
manage VPN access. Go to Settings, Wireless & Networks, More, and VPN. 
This will be the main menu for managing your VPN network access. You 
can add a VPN network from here; connect to or disconnect from a VPN net- 
work, as well as check the status of the connection; edit the VPN if your IT 
department updates or changes the network information; and delete a VPN 
if you no longer need access to it. Keep in mind that it's a good idea to have 
an IT administrator help you set up the VPN initially to make sure it is secure 
and working correctly. 
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TURN OFF ACCESS 

TO PRIVATE INFORMATION 

You can turn off location services 
for specific apps on your iPhone 
by going to Settings, Privacy, and 
Location Services. With iOS you 
can also turn off application access 
to personal information. Press the 
Settings icon and go to Privacy. 
You'll see a list of applications that 
have access to your personal data. 
You can choose to turn off each 
app's access to your information. 
Depending on the amount of infor- 
mation an app is accessing, you may 
want to consider deleting it entirely. 



Privacy 





Location Services 


Off > 





Contacts 




H 


Calendars 




[; | Reminders > 


hg Photos > 




Bluetooth Sharing 






□ 


Twitter 




■ 1 Facebook > 



The iPhone has many security and privacy 
settings to be aware of and this Privacy menu, 
specifically, lets you see what types of informa- 
tion apps have access to and then gives you the 
option to limit or completely deny access. 



USE YOUR IPHONE AS A MOBILE HOTSPOT 

> If the office-wide Internet goes down suddenly and you need a quick con- 
nection, or you simply want to connect multiple devices to the Internet when 
you're away from a Wi-Fi network, it may be beneficial to know that you can 
turn your iPhone into a mobile hotspot. For most carriers, you'll need to invest 
in an additional data plan that allows mobile hotspots, but if you have that 
plan in place, then providing Internet access to multiple devices is relatively 
simple. 

Tap the Settings icon and then select General, Cellular, and Personal Hotspot. 
From here, you'll need to set up the service and turn the feature on. After the 
hotspot is initiated, other devices can find your iPhone as a Wi-Fi network and con- 
nect to it; you can attach your iPhone to your computer via USB for access, or you 
can pair phones using Bluetooth and gain Internet access that way. It's also a good 
idea to set up a password for the hotspot, so go to Settings, Personal Hotspot, and 
Wi-Fi Password to do so. 



CUSTOMIZE THE DO NOT DISTURB FEATURE 

> The newest iOS update added quite a few new features to the iPhone, but one 
feature that wasn't widely spotlighted is Do Not Disturb. This feature not only 
prevents calls from coming through, it also stops all notifications except for alarms. 
Tap the Settings icon and look for the Do Not Disturb setting. You can switch the 
setting on or off from here, but there are additional features housed deeper in the 
menus that let you customize your Do Not Disturb options. 

Go to Settings, Notifications, and Do Not Disturb. From here you can change 
the default settings to meet your specific needs. You can set Do Not Disturb to au- 
tomatically turn on during a certain time period. So, for instance, if you eat dinner 
with your family from 6 p.m. to 7 p.m. every evening, you can make sure your meal 
won't be interrupted. You can also set it so that certain numbers ring through. Just 
add a few numbers to your Favorites list, go the Do Not Disturb settings menu, and 
select Allow Calls From. And if you're worried about emergency situations, you can 
choose to Turn On Repeated Calls to make sure determined callers get through. 

SET UP YOUR MICROSOFT EXCHANGE ACCOUNT 

>■ If you just bought a new iPhone or want to use your personal smartphone for 
business, one of the first things you'll want to do is add access to your Microsoft 
Exchange account, which is very simple to do. Press the Settings icon on your home 
screen and then select Mail, Contacts, Calendars. From here you can choose to set 
up your Microsoft Exchange account as well as accounts associated with a variety 
of other email services, including Gmail and Hotmail. There's a good chance you'll 
need to speak to your IT department or network administrator to get all of the infor- 
mation you need, but once everything is set up, you'll be able to use your Microsoft 
Exchange account to check, send, and receive messages. 
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Windows Phone 8 features customizable tiles, 
so you can change the size and configuration 
of Live Tiles based on your personal preference. 
Most tiles have three different size options 
ranging from small to large. 



SETUP FIND MY PHONE 

> Whether your Windows Phone 8 smartphone falls between 
the seat cushions at home or gets lost or stolen while you're in an 
airport, the newest version of the OS includes a Find My Phone 
feature that has you covered. Rather than set this service up on 
your phone, you must visit www.windowsphone.com , create an ac- 
count (if you don't already have one), and then follow the steps 
to activate the service. 

When you visit the website, click the phone icon in the 
upper right corner, and select Find My Phone. After you ac- 
tivate the service, this is the same place you can go to make 
remote changes to your device. You can map your phone's lo- 
cation, lock the phone and show a message on the lock screen, 
or completely erase the data from your phone if you believe the 
phone has become permanently lost or stolen. Regardless of 
how careful you are with your Windows Phone 8 device, it's a 
good idea to set up Find My Phone just in case. 

RESIZE LIVE TILES 

> With Windows Phone 8, as with the previous Windows 
Phone 7 Mango update, you get Microsoft's Live Tiles, which 
are customizable. Windows Phone 8 now gives you three 
sizing options for each tile. All you have to do is press a tile 
and hold it for a moment. From here, you will have two op- 
tions; you can either resize the tile or unpin it from the home 
screen. Also, similar as in iOS and Android, you can reposition 
tiles in whatever configuration you prefer. And perhaps the 
most interesting feature of resizable tiles is that the rest of the 
tiles on the Home screen will automatically expand or contract 
based on the changes you make to fill the screen properly. 



Whether your Windows Phone 8 smartphone falls between 
the seat cushions at home or gets lost or stolen while 
you're in an airport, the newe st version of the OS includes 
amSgfj^CTSiSE 9 feature that has you covered. 
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Top Smartphone Apps 

Choosing an app that fits your needs can be an overwhelming task as the number of available apps increases daily. 
We browsed a variety of websites and selected some of the best applications for business, finance, productivity, and 
travel. In the pages that follow, we highlight a mix of those that are new or recently updated. 





1 * * 

m 




BITDEFENDER USSD 
WIPE STOPPER 

Android | Free | 98KB 

> As Bitdefender states, by tapping 
a "cleverly coded" link on a Web 
page, you could actually allow an 
unauthorized USSD (Unstructured 
Supplementary Service Data) com- 
mand to wipe the data from your 
phone and reset it to factory settings. 
Bitdefender states any Android 
smartphone running Phone.apk 
v 4.1 or lower is at risk. Bitdefender 
USSD Wipe Stopper (Rel. Sept. 28, 
2012) intercepts such commands, 
prompting the user to decide if she 
wants to allow the action. 



GOOGLE CALENDAR 

Android | Free | 1.5MB 

> For Android devices running 
4.0.3 or later, Google Calendar (Rel. 
Oct. 17, 2012) enables displaying 
events from a user's various Google 
Accounts, as well as synchronizing 
details from those calendars with 
the device. The app lets users create, 
edit, and delete events; view all 
calendars simultaneously, including 
non-Google calendars; email an 
event to guests; and more. There 
are some known issues related to 
specific devices, so consult the full 
description in the Google Play store 
before downloading. 



KASPERSKY 
MOBILE SECURITY 

Android | $14.95 | 3.2MB 

> Kaspersky Mobile Security (Rel. 
Oct. 23, 2012) from Kaspersky Labs 
aims to protect a smartphone like 
"the mini-PC that it is" by pro- 
viding real-time protection from 
various threats, including spam, 
viruses, and malicious programs. 
Additionally, the app wards off 
unwanted calls and texts and scans 
downloaded apps via an instant, 
cloud-based approach. The app 
can also find a missing phone via 
Google Maps and provide remote 
disabling and wiping abilities. 




LOOKOUT SECURITY & ANTIVIRUS 

Android | Free | Varies 

> Beyond providing antivirus (detect and remove) and Web threat security 
features, Lookout Security & Antivirus (Rel. Oct. 25, 2012) from Lookout Mobile 
Security includes the ability to locate a lost or stolen Android device. In addition 
to displaying the phone in Google Maps (after logging on to Lookout Mobile 
account), the app can sound an alarm, remotely lock the device, and remotely 
wipe data. Further, users can back up personal data and access it online. 
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VERIZON MOBILE SECURITY 

Android | Free | 2.6MB 

> This free Verizon Mobile Security 
app (data charges apply; Rel. Nov. 
5, 2012) from Verizon Wireless pro- 
vides antivirus protection (scans for 
and detects viruses and malware) 
and protection against Web threats. 
A premium version available for a 
monthly charge adds App Alert and 
Recovery features. Verizon notes 
the app is only available for compat- 
ible phones that are powered on, 
have texting ability, and are within 
a National Enhanced Services Rates 
and Coverage Area for some fea- 
tures to function. 



BREWSTER 

iOS | Free | 6.6MB 

> The Brewster app (Rel. Oct. 
4, 2012) provides a personal- 
ized address book by placing 
the contacts on your iPhone 
and those from your favorite 
social networking service into 
one location. Upon merging 
contacts, the app displays them 
in a dynamic view with details 
shown for phone numbers, email 
addresses, employment informa- 
tion, Twitter handles, and more. 
Additionally, users can view up- 
dates and various events associ- 
ated to contacts. 



CHECKMARK 

iOS | $1.99 | 5.2MB 

V In addition to adding 
iPhone 5/iOS6 support, this 
version of Snowman's highly 
touted Checkmark app (Rel. 
Oct.l, 2012) adds recurring re- 
minders and snooze features. 
Overall, Checkmark is hailed 
as "the fastest way to remind 
yourself" all of the things you 
need to do. Beyond access to 
location-based reminders you 
can add locations from a map, 
contact list, or current posi- 
tion. The map supports time- 
based reminders, as well. 




HIPMUNK FLIGHT & HOTEL SEARCH 

iOS | Free | 8.9MB 

> Hipmunk states that unlike other hotel and airline apps, Flight & Hotel 
Search (Rel. Sept. 18, 2012) "doesn't just show you the cheapest flight first." 
Instead, it sorts "by agony," meaning the app accounts for such factors as how 
long youTl be traveling and the number of stops youTl make. Elsewhere, hotel 
results display on a map and a "heatmaps" feature matches potential destina- 
tions with unique interests. Booking abilities are also supported. 
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I EXIT INTERSTATE 
EXIT GUIDE 

iOS | 99 cents | 21.1MB 

> This app (Rel. Nov. 6, 2012) from 
Metrocket is lauded for its ability to 
inform road travelers in real time 
about specific locations as they 
drive along the interstate. The app 
is described as being able to "easily 
communicate which upcoming exits 
have what you need, whether that's 
gas, a hotel, a rest area, or specifi- 
cally a Starbucks/ 7 The app requires 
GPS abilities or an Internet connec- 
tion to track your location and uses 
recognizable icons to show what's 
available at various interstate exits. 



RECALL 

iOS | 99 cents | 9.4MB 

>* We all get recommenda- 
tions for movies, music, books, 
and apps we should check out. 
Some of us are better about 
remembering them, however. 
Overcommitted bills its Recall 
(Rel. Oct. 12, 2012) app as the 
"best way to never forget a great 
recommendation again." Just 
add music or a movie, TV show, 
book, or app, to the list and 
you're set. Yet-to-be-released 
items and notifications sent on 
release days are included, as are 
new release and top charts lists. 



SPLASHID 

Windows | $9.99 | 1MB 

> SplashData's SplashID (Rel. Aug. 
10, 2012) uses 256-bit Blowfish encryp- 
tion to protect passwords, usernames, 
credit card numbers, bank accounts, 
and more. Further, the app provides 
password management features to 
offer protection against attacks related 
to identity theft, keylogging, and 
phishing attempts. In addition to pro- 
viding the ability to create an unlim- 
ited number of customizable record 
types and categories for storing pass- 
words and personal information, the 
app includes an automatic password- 
generation feature. 




TWITTER 

BlackBerry | Free | 2.83MB 

> Research In Motion's Twitter app (Rel. Oct. 10, 2012) for BlackBerry devices 
provides more ways to discover other Twitter users and related content. An added 
Expanded Tweet Details feature enables viewing a summary of a tweet link or photo, 
including headline, author, publisher, and snippet details. A Find Friends button 
enables viewing other friends and contacts on Twitter, while a Quick Follow button 
enables various ways to view accounts of other Twitter users you want to follow. 
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Top Tablet Apps 

There is a seemingly endless supply of apps available for today's popular tablet platforms. In these pages, we have 
selected some of the best tablet apps for business, productivity, and travel. You 11 find a mix of apps that are new or 
have been recently updated and apps that have stood the test of time and received high ratings from users. 




AIRDISKPRO 

iOS | $1.99 | 21.4MB 

>■ Described as a "Wi-Fi flash drive 
with [a] simple unique user interface/' 
AirDisk Pro (Rel. Sept. 23, 2012) is a 
file transfer app for sharing between 
your Apple mobile devices, Mac, and 
PC. Conveniently, you don't have to 
sign up for an account, but youTl need 
to download AirDisk Pro on all of 
your mobile devices to share files via 
Wi-Fi or Bluetooth. And when your 
Mac /PC and mobile device are con- 
nected to the same wireless network, 
youTl use the provided IP address (for 
browser or FTP client) to access the 
mobile files saved in AirDisk. In-app 
features are robust and include a 
document/ image viewer, PDF reader, 
music player, text editor, folder man- 
ager, and passcode lock. 




CALENGOO 

Android | $5.99 | 2.6MB 

>* One calendar view is never enough 
for the highly organized mobile user. 
Fortunately, CalenGoo (Rel. Oct. 17, 
2012) from Dominique Andre Gunia 
caters to agenda-driven Android 
owners. Syncing your Android cal- 
endar and Google Calendar, CalenGoo 
provides five display options: day 
view, week view, month view, land- 
scape day view (actually a full week), 
and agenda view (listed events). 
There's no lack of customization op- 
tions either. YouTl be able to set recur- 
ring events, invite people to events via 
email, add multiple reminders, and 
activate an optional task list. To further 
personalize your calendars, add Event 
Flair icons to calendars synced with 
Google Calendar. 



CAMSCANNER 

Android | Free | 8.7MB 

>* Sure, you can snap a photo of a paper 
document or note with your tablet's rear 
camera, but it won't look professional 
for business use. CamScanner (Rel. Oct. 
16, 2012) from INTSIG Information lets 
you edit, manage, and share the mate- 
rials you scan. In simple terms, the app 
transforms your tablet into a mobile 
scanner and digital fax machine. After 
you scan an image, you can crop its 
edges and enhance its colors before you 
bind together multiple scanned docu- 
ments. CamScanner also lets you create 
new PDFs, tag individual docs, as well 
as merge, search, and move files. You 
can then fax, email, print (via Google 
Cloud Print), or store the final product 
in your onboard image gallery or one of 
several cloud storage services. 




DATAVAULT PASSWORD MANAGER 

iOS | $9.99 | 10.2MB 

> For what you pay to download Ascendo's Data Vault Password Manager 
(Rel. Oct. 12, 2012), you're getting your money's worth because you can run a 
single copy of the app on five iOS devices. Not only can you securely store all 
of your logins and passcodes using Data Vault, but you can also back them up 
to the cloud. Plus, Data Vault automatically updates iCloud Sync across other 
devices that run the app. Additional security features include AES encryption, 
a strong password generator, security timeout (due to inactivity), master pass- 
word hinting, encrypted email options, and failed login alerts. 
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INOTES CRM 

iOS | 99 cents | 6.7MB 

German developer Andreas 
Sommer offers a basic mobile tool 
that can be useful to the CRM- 
savvy business traveler who 
appreciates the convenience of 
tablet-based note-taking. Work or 
travel reports don't have to consist 
of haphazardly typed notes and a 
pile of receipts; instead you can use 
iNotes CRM (Rel. Nov. 12, 2012) to 
track important data such as hours 
worked, expenses, signatures, 
audio recordings, photographs, 
and other documents. iNotes CRM 
also gives you the tools to manage 
your customer contacts. You can 
prepare contact entries as PDFs 
for printing or email them in 
HTML format. 




INVENTORY TRACKER 

Android | $5.99 | 1.2MB 

> Ideal for "business administrators, 
sales people, managers, and business 
owners," Inventory Tracker (Rel. 
Oct. 20, 2012) from Frank Android 
Software is a convenient app for 
keeping tabs on not only your inven- 
tory, but also sales, payments, ship- 
ments, and balance sheets. The app 
stores multiple categories, companies, 
locations, suppliers, clients, and 
more. And, if you need assistance 
keeping all of this organized for later 
review, Inventory Tracker provides 
filters, charts, diagrams, and sorting 
options. Further, you can offload 
backups and restore from an SD card, 
a select cloud service provider, or 
email and export or send reports as 
CSV or HTML files. 




JIBBIGO TRANSLATOR 

iOS | Free | 15MB 

Digital language translators 
can either enhance or inhibit your 
communication abroad, but by 
and large, it's beneficial to have 
an app that helps you overcome 
any language barriers. Jibbigo 
Translator (Rel. Oct. 12, 2012) from 
Jibbigo LLC supports more than 20 
languages. When you're connected 
to a network, you have unlimited 
access to free voice and text trans- 
lations. The app features a split- 
screen display, so you can speak 
or type a phrase in one screen and 
watch the translation appear in the 
adjacent window. To use the app's 
offline translation mode, simply 
download the available languages 
to your device. 




LOOKOUT SECURITY 
& ANTIVIRUS 

Android | Free | Size varies by device 

> We don't have to convince you that bad stuff can happen to your tablet — threats 
perennially lurk behind fake URLs and malicious sites. While you're probably vigilant 
enough to avoid suspicious links, every mobile device user can benefit from extra 
protection such as Lookout Security & Antivirus (Rel. Nov. 5, 2012) from Lookout 
Mobile Security. The free version scans for spyware in apps and email attachments, 
runs scheduled scans, locates lost phones on Google Maps, and more. The compre- 
hensive Lookout Premium version is $2.99 per month. 
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METEOR NOTES 

iOS | $2.99 | 3.1MB 

>* Note-taking apps are in ample 
supply, which means there is a 
selection of both smartly complex 
and extremely simple interfaces. 
Mathieu Routhier's Meteor Notes 
(Rel. Sept. 02, 2012) fits squarely 
into the former category due to 
its folder organization, picture- 
as-note feature, and note merging 
with select cloud service pro- 
viders. Beyond these capabilities, 
Meteor Notes makes it easy to 
start bulleted lists and search for 
earlier notes. You can also back 
up, print, and email notes as nec- 
essary. Meteor Notes is customiz- 
able, as well, so you can choose a 
favorite font, size, and theme to fit 
your personal style. 




PACKAGE TRACKER 
FOR TABLET 

Android | $1.99 | 341KB 

> Ideal for anyone who main- 
tains a record of shipments sent 
via multiple carriers, MinsTech 
Software's Package Tracker For 
Tablet (Rel. Oct. 2, 2012) notifies 
you the way you want to be 
notified. For example, you can 
choose ringtone, LED, vibration, 
or email alerts. Plus, the fol- 
lowing conveniences give you 
even more control from your 
mobile device: tracking number 
list sync (from a PC), access to 
package route maps (if available), 
and package sorting options. The 
app lets you track parcels from a 
variety of U.S. -based and interna- 
tional carriers. 




SKYVI (SIRI FOR ANDROID) 

Android | Free | 9MB 

> The parenthetical portion 
this app's title tells you almost 
everything you need to know 
about its functionality: Skyvi 
(Siri For Android) (Rel. Nov. 
5, 2012) from BlueTornado is a 
voice-activated command app 
that is similar to Apple's Siri. 
Skyvi will help you execute 
tasks as you "communicate" 
with her. For instance, you can 
use voice commands to call 
your friends, send texts, get 
directions, play music, pull up 
contact information, check the 
weather, and ask general ques- 
tions. You can also use Skyvi 
to update your status on some 
social networking sites. 



SPLASHTOP PRESENTER 

iOS | $19.99 | 11.4MB 

> Practically speaking, Splashtop Presenter (Rel. Sept. 11, 2012) from 
Splashtop lets you control your PowerPoint and Keynote presentations re- 
motely. The feature that turns it into an ideal slideshow remote is real-time, 
gesture-controlled annotation. As your roam freely throughout the room 
giving your presentation, you can play slide animations, video, and audio. 
You can use hand gestures to draw lines, highlight text, or write on top of 
an individual slide's content. To use this app on your iPad, you'll need to 
connect via Wi-Fi to Splashtop Streamer installed on your computer 
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Varieties 

Styles & Features To Match Your Listening Desires 



In one sense, all headphones are the same 
in that they exist to pipe audio — be it music, 
audio book, podcast, TV show, movie, or 
video chat conversation — into the wearer's 
ears. In another sense, two headphone models 
can differ dramatically in price, functionality, 
performance, appearance, comfort, weight, 
intended use, and other traits. The following 
highlights different headphone varieties and 
features available. 

BUT FIRST. . . 

Why even buy headphones when the new 
portable device you just purchased probably 
included a pair? Because, as most headphone 
experts will tell you, the majority of earbuds 
included with smartphones, MP3 players, 
audio recorders, and other devices aren't the 
greatest. Beyond sporting a one-size-fits-all de- 
sign constructed of inexpensive plastic offering 
little comfort, they often integrate underpow- 
ered drivers that output tinny, flat, lifeless 
audio lacking the detail, resolution, and preci- 
sion aftermarket headphones provide. Further, 
buying aftermarket headphones enables you 
to match style, performance, price, and extra 
features to your specific needs, whether you're 
an avid exerciser, frequent traveler, audiophile, 
gamer, or home-theater fanatic. To that point, 
hundreds of options are available at prices 
starting at less than $10 and soaring past $500. 
Finding the right pair can be arduous, but the 
best advice is trying as many pairs as possible 
and selecting the one that sounds and feels 
best to you. 

FORM FACTORS 

Generally speaking, headphones fall into 
four form factors: in ear, on the ear, over 
the ear, and behind the neck. 

In-ear. Typically referred to as earbuds, 
in-ear models can cost anywhere from under 
$10 to $500 and up. Models include those 
with earpieces resting in the outer ear and 



those fitting inside the ear canal. Although 
most models don't include a headband, some 
sports-oriented models do attach the earpieces 
to a thin band. Lightweight and extremely 
portable, in-ear headphones are popular with 
commuters, exercisers, and other active users, 
though they can lack overall audio quality 
relative to comparably priced on-the-ear and 
over-the-ear models due to the use of smaller- 
sized drivers. Although extended use of in-ear 
models can cause discomfort, manufacturers 
usually include several sizes of foam, silicon, 
and other soft-material ear tips to acquire an 
ideal fit. Additionally, water-resistant and 
waterproof models are available for aquatic- 
related activities. 

Behind the neck. Typically costing any- 
where from about less than $10 to $150, be- 
hind-the-neck headphones are well-suited for 
users on the go, including joggers, commuters, 
and bicyclists. Models are available offering 
in-ear and on-the-ear earpieces, and although 
most models provide a thin, flexible strap that 
wraps around the back of the neck, models 
that do away with the band in favor of clip-on 
attachments that wrap around the ear can fall 
into this category. Although typically com- 
fortable, the thin nature of behind-the-neck 
bands can cause the earcups to jostle around. 
Overall, earcup models are safer for outdoor 
use, as they allow more ambient sound to 
enter the ear, including passing cars and cy- 
clists approaching from behind. 

On-the-ear. Technically known as supra- 
aural headphones, on-the-ear models are 
arguably the most adaptable of all head- 
phone types to numerous uses. Because 
their earcups rest on the ear, they usu- 
ally wear comfortably over long stretches 
and don't trap as much heat as over-the- 
ear models. Their on-the-ear nature also 
means you'll hear more of what's going 
on around while walking down the street 
listening to music or watching a movie 




Klipsch X7i in-ear headphones 
($199.99; www.klipsch.com ) 
have a ceramic design that 
produces a full range of 
audio (including deep bass), a 
directional microphone, and 
a three-button remote for 
sound and voice control. 
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on a tablet while a newborn sleeps beside 
you. Models can vary greatly in price ($5 
to $300 and more), performance (general 
everyday usage to professional AV produc- 
tion chores), and design (fixed and adjust- 
able headbands, foam- and leather-based 
cushions, swiveling earcups, etc.). 

Over-the-ear. Also dubbed circumaural 
and full-sized headphones, over-the-ear 
models are best for users seeking to block out 
ambient noise, as the earcups completely en- 
gulf the ear. This design means more audio re- 
mains isolated in the ear cavity but there's less 
you'll hear from activities around you. Thus, 
they're not ideal for street or commuting use. 
Over-the-ear models also retain a good deal of 
heat and are generally larger, heavier, bulkier, 
and more expensive than other headphone 
types. Though models about $20 are avail- 
able, high-end models aimed at audiophiles 
can easily surpass $250. Those extra dollars 
do generally buy better construction (ample 
leather foaming, adjustable aluminum bands, 
swiveling earcups, etc.) and larger drivers 
capable of delivering more audio details fea- 
turing finer precision. 

EXTRAS WORTH CONSIDERING 

Coupled with different headphone form 
factors is the vast amount of extra features 
various models offer for find the right 
match. The following are examples. 

Noise cancelation and isolation. These 
features aim to greatly reduce ambient 
noise. The primary difference between the 
two is noise-canceling models use battery 
power to generate // anti-noise ,/ that effec- 
tively cancels out ambient noise. Noise- 
isolating models omit battery requirements 
by using earplugs that create a tight fit 
in the ear canal, much as earplugs do. 



Although noise-isolating models can't typi- 
cally match the effectiveness of noise-can- 
celing models, they can typically perform 
at lower volume levels and don't require 
wearing over-the-ear earcups. 

Communications. Headphones that in- 
tegrate a microphone (including mics built 
into a movable, extending boom) are well- 
suited for VoIP calls, in-game chats, video 
chats, and use with speech-to-text software. 
Models are available with USB connectors 
and separate headphone and microphone 
connectors for PC usage and proprietary 
connectors for game consoles. 

In-line mic and remote control. An in- 
creasingly common feature on earbuds 
is a microphone integrated into a remote 
control unit built into the cord. Combined, 
these let you pause audio to take a call from 
smartphone, record voice memos, reverse 
and forward tracks, and control the volume 
without reaching for the portable device. 

Wireless. Similar to one-piece Bluetooth 
headsets, wireless headphones let users 
listen to music, movies, game conversa- 
tions, and more without wires. Most 
models use infrared, RF (radio frequency), 
or Bluetooth technologies. Some require a 
base station or adapter that connects to the 
audio source. Other models easily pair with 
Bluetooth-enabled devices. 

Misc. Other options include waterproof 
models ideal for swimmers and water-sport 
enthusiasts; washable ear cushions; true and 
simulated integrated surround sound abilities; 
foldable designs ideal for travel; technologies 
that emphasize bass reproduction; DJ-friendly 
designs and features (mute button, flip-up 
earcups, etc.); chrome, nickel, and gold-plated 
connectors; L-shaped jacks that ease strain on 
cords; and removable cords. 



A Logitech UE 9000 ($399.99; 
ue.logitech.com ) are high- 
performance Bluetooth wireless 
headphones that include active 
noise-canceling technology and 
feature built-in button controls 
and dual microphones. 

Sony X Headphones 
($299.99; store.sony.com ), 
produced in conjunction with 
the Simon Cowell-Sony Music 
Entertainment venture Syco 
Entertainment, are engineered 
for maximum comfort and sub- 
bass sound reproduction. 

▲▲▲ Lindy Active Noise Can- 
celing Headphones ($89; 
www.lindy-usa.com ) use 
inverse phase active noise-can- 
celing technology to effectively 
eliminate background noise so 
you can listen to audio without 
unwanted interference. 
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BOUGHT AN INTEL 
PRODUCT RECENTLY? 

> If anyone could benefit from a ses- 
sion of gameplay at the end of the day 
to work out a little aggression, it's 
the nose-to-the-grindstone executive. 
Hopping online with a few buddies 
and arming yourself with futuristic 
weapons in the free mul tip layer first- 
person-shooter Blacklight Retribution 
( blacklight.perfectworld.com/about/hrv) 
is a pretty good option. Before you 
do, however, head to this Intel 
page, www.intelgamingpromo.com, 
and grab $25 worth of in-game 
upgrades and currency upon 
purchasing a qualifying Intel 
product from one of nearly a 
dozen retailers. Said products 
include a Core i7 or i5 processor, 
Intel motherboard, or Intel SSD (solid 
state drive). 




HARMAN KARDON GIVE WIRED RECEIVERS NEW LIFE 

>■ As Harman Kardon ( harmankardon.com ) puts it, "not every enter- 
tainment system was born with Bluetooth connectivity." Enter the 
company's BTA 10 ($59), a roughly 2 x 2-inch Bluetooth adapter that 
connects to receivers or speaker docks via the included RCA or auxil- 
iary cable to enable wirelessly streaming audio from an Android, iOS, 
or Windows smartphone from up to 33 ft. away. The BTA 10 can pair 
with as many as eight Bluetooth devices and boasts Harman Kardon's 
TruStream technology, which aims to ensure a high-quality connec- 
tion "no matter the application or source device." For pairing pur- 
poses the BTA 10 integrates a blue LED that flashes while searching 
for a Bluetooth device and that stays lit once a match is made. 
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LENOVO GETS INTO YOGA 

> If you like your devices to be as flexible as technologically possible, 
then why not opt for Lenovo's IdeaPad Yoga 13 ( www.lenovo.com )? The 
Yoga's 360-degree versatility lets you use the device as a laptop or flip 
the screen over the keypad and transform the device into a tablet. Its flex- 
ibility doesn't end there though. Select Tent mode or Stand mode and you 
can prop the Yoga up at a comfortable angle for videoconferencing with 
clients or watching movies. The 13.3-inch HD+IPS display recognizes 
10-finger touches and supports Lenovo's Motion Control technology. The 
Yoga 13 has a 128GB SSD hard drive; 4GB or 8GB DDR3 SDRAM (varies 
by model); eight hours of battery life; Windows 8; and a 3rd Generation 
Intel Core i3 ($1,099), i5 ($1,199) or i7 (1,399) processor. 





EASY LAPTOP THEFT PREVENTION 

> When traveling with a laptop or Ultrabook, it only takes 
a few seconds for someone to steal your device while some- 
thing else distracts you. PNY's ThinkSafe Portable Laptop 
Locking System ($39.99; www.pny.com ) provides an easy 
way to secure your device wherever you are. The product 
includes a carbon steel cable six feet in length with a 4-digit 
combination lock, links that accommodate different laptop 
types, and a travel pouch. Simply attach the appropriate 
link, run the cable around a fixed object, and lock up your 
device for safety. The system also works with docking sta- 
tions, monitors, projectors, and all-in-one computers. 
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NEWEST WALKMAN PACKS NINE 
AUDIO TECHNOLOGIES 

>■ With a 3.5-inch touchscreen and more than 
enough audio technologies (including Exclusive 
S-Master MX, Clear Bass, and Clear Phase) to 
deliver crisp, robust sound, Sony's new 32GB F 
Series Walkman Video MP3 ($299.99; store.sonv. 
com ) comes ready to play. The F Series Walkman 
illustrates the vast evolutionary leaps the 
Walkman line has undergone since its 1979 debut. 
It still plays FM radio, but the F Series Walkman 
also runs Android 4.0, features Bluetooth and GPS, 
includes an Nvidia Tegra 2 dual-core CPU, and 
lets you manage content with a Windows applica- 
tion and via iTunes and Windows Media Player. 



IPHONE/IPOD FM TRANSMITTER OFFERS 
FLEXIBILITY & CONTROL 

> Thanks to the new freqOut - Digital FM Transmitter for iPod and iPhone 
($59.99; www.scosche.com ) from Scosche, you no longer have to fumble around 
for FM transmitter controls when listening to your iPhone or iPod while you 
drive. The freqOut fits into a cigarette lighter and connects to your device. 
It then transmits an FM signal so you can listen to audio from your device 
through your vehicle's speakers. The freqOut charges the iPhone or iPod, 
as well. Unlike similar transmitters, however, the freqOut features a flexible 
neck so you can position the controller and its easy-to-read interface in a 
fashion that's comfortable for you. A free app from Scosche is also available 
to help you find the best local FM frequency for the freqOut. 
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Revive A 

DEAD SMARTPHONE 



> SOFT RESET 

All phones have a soft reset func- 
tion, which is similar to restarting 
your computer. Beware that a soft 
reset will cause you to lose data 
that isn't saved, but you will retain 
information previously stored on 
your smartphone. 

Android. Most Android models 
use a simple power cycle to perform 
a soft reset. Just turn the phone off 
and then back on again. 

BlackBerry (QWERTY). Press and 
hold the ALT-CAP-DEL keys. The dis- 
play goes black and your phone resets. 

BlackBerry (SureType). Press the 
ALT-CAP and Right Shift-DEL keys. 



When the screen goes blank, release 
the keys. 

BlackBerry (touchscreen). Turn the 
BlackBerry off and remove the battery 
for at least 30 seconds. Reinstall the 
battery and turn the device back on. 

iPhone 4 and earlier. Simultane- 
ously press and hold the Sleep /Wake 
button on the top of the iPhone and 
the Home button. Hold both buttons 
for approximately 10 seconds, until 
the screen goes blank. You'll see the 
Apple logo as the iPhone reboots. 

iPhone 4S/5. Simultaneously press 
and hold the On /Off button on the 
top of the iPhone and the Home but- 
ton. Hold both buttons for approxi- 
mately 10 seconds, until the screen 



goes blank. You'll see the Apple logo 
as the iPhone reboots. 

Microsoft Windows Phone 7 (all 
models). Power the phone off and then 
back on. If the power cycle doesn't cor- 
rect the problem, try removing the bat- 
tery and replace it after 30 seconds. 

Nokia (all models). Power the phone 
off and remove the battery for 30 sec- 
onds. Reinstall the battery and power 
the phone on. Alternately, you can enter 
the code *#7380# and select Yes. 

Palm Pre. If the phone's menus are 
active, select Device Info, Reset Options, 
then select Soft Reset. If it is locked or 
frozen, hold the power button and cycle 
the ringer button on and off three times. 
If that doesn't work, press and hold the 
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Orange, Sym, and R keys until the de- 
vice reboots. Turn the phone off, remove 
the battery for 10 seconds, reinstall the 
battery, and power the phone up. 

T-Mobile myTouch 4G Slide. Un- 
lock the display. Press and hold the 
Power /Lock button and then tap Re- 
start. When asked to confirm, tap Restart 
again. If the phone doesn't restart, re- 
move the batteries for 30 seconds. 

All other smartphones. You can 
generally perform a soft reset by pow- 
ering the phone off, removing the bat- 
tery for 30 seconds, and powering the 
phone on. 

> HARD RESET 

A hard reset is a last-ditch option that 
returns your phone to its factory set- 
tings, which means you will lose all data 
and installed applications. Before you 
perform a hard reset, remove the mem- 
ory card from your phone; that way you 
can recover data from the card later. 

Android (all models with func- 
tioning menu systems). One of the 

following menu-based systems for per- 
forming a hard reset should work, de- 
pending on the phone and version of 
Android. Open the application menu. 
Tap Settings, SD and Card Storage, Fac- 
tory Data Reset, and follow the on- 
screen instructions. 

• From the Home screen, youTl want 
to tap Menu, Settings, Privacy, and 
Factory Data Reset, and then follow 
the on-screen instructions. 

• From the Home screen, youTl want 
to tap Menu, Settings, Security, and 
Factory Data Reset, and then follow 
the on-screen instructions. 

When the menu system isn't func- 
tional, follow these phone-specific op- 
tions to perform a hard reset. 

BlackBerry (all models). Remove 
the battery for 30 seconds. Reinstall the 
battery and turn the phone back on. 

BlackBerry Style, Bold, Storm, 
Curve, Tour, Torch. Click the Options 
icon on the Home screen. Select Secu- 
rity and then Security Wipe. Select all 



three of the available checkboxes to 
perform a complete wipe and reset the 
device to factory condition. Type the 
word BlackBerry and click Wipe. 
>- Dell Venue. With the device 
turned off, press and hold the Vol- 
ume Up and Volume Down buttons. 
Without releasing the buttons, press 
and hold the Power button. When 
the device configuration screen ap- 
pears, release all buttons. Use the 
Volume Up or Down button to move 
to Factory Reset. Press the Camera 
button to select the Factory Reset op- 
tion and start the reset process. 

Google Nexus One, Nexus S. Turn 
the phone off. Press and hold Volume 
Down while you press and release the 
Power button. Use the Volume Down 
button to select Clear Storage from the 
list of options. Press the Power but- 
ton, and confirm your selection by 
pressing the Volume Up button. 

HTC Arrive, HD7, Surround. Press 
Start and tap the right-facing arrow. 
Tap Settings, About, and then tap 
Reset Your Phone. Tap Yes, and then 
tap Yes again. If the screen is frozen, 
turn the device off. Press and hold the 
Volume Up-Down buttons and briefly 
press the Power key. When the screen 
displays instructions for resetting 
the device, release the Volume Up- 
Down buttons. 

► iPhone (all models). From the 
Home screen, tap Settings, General, 
Reset, and Reset All Settings. This re- 
sets all preferences but retains applica- 
tions and data. If that doesn't work, 
from the Home screen, tap Settings, 
General, Reset, Erase All Content And 
Settings. This will delete all data and 
applications and return the iPhone to 
factory conditions. 

Microsoft Windows Phone 7 (all 
models). Press Start and tap the right- 
facing arrow. Tap Settings, About, and 
Reset Your Phone. Tap Yes, and then 
tap Yes again. 

Motorola Droid. Turn the phone 
off. Press and hold the Power-X keys 
to force the phone into recovery 
mode. Next, press and hold the Vol- 
ume Up-Camera key, select Wipe 



Data /Factory Reset, and then select 
Reboot Phone. 

Motorola Droid Pro, Droid 2 Glob- 
al, Droid 3, Droid Bionic, Droid Razr. 

On the Home Screen, open the App 
menu and select Settings, Privacy, and 
Factory Data Reset. When prompted, 
tap Reset Phone to erase all data and 
return phone to factory conditions. 

Motorola Backflip. Power the phone 
off. Press and hold the Power and Cam- 
era buttons. When the phone turns 
on, release the Power button but con- 
tinue to hold the camera button until 
prompted to release it. Next, press the 
Volume Down button. After about 15 
seconds, a yellow triangle with an 
exclamation point will appear. With 
your phone closed, tap the bottom- 
right corner of the display and select 
Wipe Data /Factory Reset. Press OK and 
follow the on-screen instructions. 

Nokia (all models). With your 
phone powered on or in standby 
mode, type *#7370# and select Yes, 
when prompted. You may need your 
Lock Code for confirmation. The de- 
fault lock code is 12345. If your phone 
doesn't turn on, try pressing the On/ 
Off button, *, and 3 simultaneously. 

Samsung Galaxy Nexus (Android 
4.0). Turn off the phone. Press the Vol- 
ume Up and Power buttons. When 
the Recovery Menu appears, use the 
Volume Down button to select Re- 
covery, and then press Power. The 
phone will reboot; this process can 
take a bit of time. If the phone fails 
to reboot, remove the battery, wait 
about 30 seconds, and then reinsert 
the battery. 

T-Mobile G2x. If possible, back 
up your data to Google's servers by 
selecting Privacy from the Settings 
screen. Select the Back Up My Data 
option. When the backup is complete, 
power off the phone. Press and hold 
the Power /Lock- Volume Down keys 
for at least 15 seconds. The phone 
should turn back on and perform 
a factory reset. If the screen is frozen, or 
the phone doesn't turn back on, remove 
the battery, wait 30 seconds, then rein- 
stall the battery and try again. 
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Solve Notebook-Projector 

SETUP PROBLEMS 



You're ready to give your presenta- 
tion, but until that first slide appears 
on the big screen, you can never be 
sure that your equipment has got 
your back. We can't tell you not to 
worry, but these handy tips should 
help bail you out if your presenta- 
tion goes south. 

> HARDWARE & CABLE 
CONNECTIONS 

It can be difficult to track down the 
source of problems that occur when 
connecting a notebook and projector. 
Here are some things to watch for. 

Video. Turn off all equipment and 
connect your notebook's video out port 
to the projector. The usual connection 



choices for a notebook are VGA (Video 
Graphics Array), DVI (Digital Visual 
Interface), HDMI (HD Multimedia 
Interface), and DisplayPort. Many pro- 
jectors have VGA and one or more dig- 
ital connections. If possible, use a digital 
connection for high quality. 

Sound. Some HDMI and Display- 
Port digital video connections can 
carry audio through the same port, 
but both notebook and projector must 
support audio over the digital video 
connection. Traditionally, audio is 
connected using the notebook's audio 
out jacks and the projector's audio 
in ports; both of these are often RCA 
or 3.5mm. If you're not using the 
projector's built-in speakers, make 



sure you connect your notebook's 
audio out to the sound system you 
intend to use and turn the volume 
down on the projector's speakers. 

Mouse. If you are using a mouse, or 
a remote mouse controller, make sure 
the controller /mouse is connected, usu- 
ally through the notebook's USB port. If 
you are using a wireless device, make 
sure the notebook has the appropriate 
wireless connection enabled. This is 
typically Bluetooth or a USB port wire- 
less dongle. 

> NETWORK CONNECTION 

Many venues supply network projec- 
tors, which are made available as a 
shared resource. Making a connection to 
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TOP flj) NOTEBOOK PROJECTOR 

Turn off all equipment 
before connecting the note- 
book to the projector. 



If possible, use a digital 
connection to ensure a 
high-quality presentation. 

If you're not using the pro- 
jector's built-in speakers, 
turn them down and con- 
nect the notebook's audio 
out to the sound system. 

If you're using a wireless 
mouse or controller, make 
sure you can establish the 
wireless connection. 

Use the straightforward 
network connection feature 
in Win7 to connect to a net- 
work projector. 

If there is no video, check 
all the ports and then 
' ™ check Windows' Screen 
Resolution settings. 

Out-of-range messages can 
be solved by adjusting the 
screen resolution. 

When a projected image 
isn't proportionally correct, 
• V try repositioning the pro- 
jector and/ or changing the 
projector's keystone setting. 

If a display turns off during 
a presentation, check the 
notebook's power manage- 
ment settings. 

If video isn't displaying cor- 
rectly, change the Display 
settings to make the pro- 
jector the primary display. 



a network projector is as easy as plug- 
ging your notebook into the corporate 
network via wired or wireless Ethernet. 
Check with the company's IT staff for 
specifics. Once connected, use the net- 
work connection wizard in Windows 
7 to find the projector you wish to use: 

Click Start (the Windows button in 

the bottom-left corner of the screen). 

Click All Programs. 

Click Accessories. 

Click Connect To A Network 

Projector. 

The network connection wizard may 
inform you that your notebook's 
firewall is blocking the ability to 
connect with the projector. Click to 
establish the network connection. 
Either have the wizard search for 
available network projectors or 
enter the projector's address manu- 
ally if it is available. 

Once connected, a Network Presen- 
tation window will minimize to your 
Taskbar. When you're ready to make 
your presentation, open the Network 
Presentation window and select Re- 
sume. Your notebook will treat the 
network projector like an external 
monitor. 

>- NO VIDEO 

In many cases, your notebook will de- 
tect that you have a projector plugged 
into one of its video outputs and will 
automatically turn on the port. Not all 
notebooks do this, however; and even 
those that do can still have missing 
video if the notebook isn't set to dupli- 
cate the Desktop or extend it to the sec- 
ondary monitor (the projector). Many 
notebooks use a function key combina- 
tion to toggle the projector port on or 
off and set how you can use the dis- 
play. We recommend using the control 
panels in Win7: 

Right-click a blank area on the 

Desktop. 

Select Screen Resolution. 

Select the second display from the 

drop-down menu. 

Select Extend These Displays from 

the Multiple Displays drop-down 



menu. Your Desktop background 
should now appear on the projector. 

Win7 also has a pop-up display for 
selecting the content that is sent to the 
projector. Press the Windows-P keys 
to bring up the four possible selections: 

Computer only (turns the projector 

display off) 

Duplicate (mirrors your computer's 
Desktop on the projector) 

Extend (uses the projector as an ex- 
tension of your Desktop) 

Projector only (turns off your note- 
book's display and uses the projector 
as the main display) 

> VIDEO IS OUT OF RANGE 

When the projector can't reconcile a 
video signal from a notebook with its 
preset resolution, it displays an out-of- 
range message. To solve this in Win7: 

Right-click a blank area on the 

Desktop. 

Select Screen Resolution. 

Select the display associated with 

the projector. 

> Use the resolution drop-down 
menu to adjust the resolution to 
the correct value. Try 800 x 600 or 
1,024 x 768 as these are resolutions 
that many projectors can handle. 

> DISPLAY TURNS OFF 

If the projector's display turns off 
during your presentation, check your 
notebook's power management feature, 
especially if you're running the note- 
book off of its battery. Whenever pos- 
sible, use your AC adapter to run your 
notebook. 

> VIDEO WONT DISPLAY OR 
IS CHOPPY 

Your slide presentation works fine, but 
when you try to show a video, all you 
see is a blank window or a choppy ren- 
dition of the video. Trying to display 
a video on two monitors can be too 
much for a video card that has marginal 
graphics capabilities. If video isn't dis- 
playing correctly, change the Display 
settings to make the projector the pri- 
mary display. 
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Troubleshoot 

NOTEBOOK PROBLEMS 



It's obvious that notebook com- 
puters are different from desktops, 
but that doesn't mean you cannot 
solve some common problems with 
reasonable ease. We explored some 
common notebook operating issues 
and their fixes. All of these routines 
assume that Windows is fully up- 
dated; visit update.microsoft.com for 
current updates. 

> UNEXPECTED REBOOT 

Unexpected reboots usually occur 
because your Windows OS is set by 
default to reboot upon system failure. 
A reboot can also occur because an 
update restarts the system auto- 
matically, but this is something you 



should be warned about. If you were 
not installing updates prior to the re- 
boot, you should determine the cause 
of the system failure before things 
get worse. 

Upgrade Windows lately? An infre- 
quent, but possible, problem is BIOS 
incompatibility. If you upgraded to a 
new version of Windows on an older 
notebook, check with the manufacturer 
to see if you need a BIOS update. 

Just installed software or hard- 
ware? Another cause of reboots is 
software or hardware bugs or driver 
incompatibilities. If the problem 
began after you installed new hard- 
ware or software, or when you open 
a particular program, check with 



the manufacturer or developer for 
an update. 

> OVERHEATING 

Overheating can also cause note- 
book computers to spontaneously 
reboot or, more commonly, shut 
down entirely. Heat build-up can be 
caused by a combination of things, 
including dust build-up within the 
notebook case, excessive demands 
on a processor (typically from high- 
power or graphics-intensive ap- 
plications or video playing), and 
improper ventilation. If your note- 
book shuts down and you suspect 
the cause is overheating, let the 
notebook rest and cool off. If the 
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TOP fl j ) NOTEBOOK 

An occasional unexpected 
reboot is not necessarily 
cause for concern. 

With repeated spontaneous 
reboots, check for compati- 
bility with recently installed 
software or hardware. 

If a notebook shuts down 
from overheating, always 
let it rest for a while. 

Listen for constant or 
excessive fan noise as a 
clue to overheating. 

Notebooks have vents 
that need air. If exposing 
them doesn't halt over- 
heating, take the note- 
book to a technician. 

If a notebook won't turn on 
when unplugged, use the 
AC adapter to rule out a 
battery problem. 

If there are signs of life but 
the notebook won't power 
up, both battery and AC 
adapter might be shot. 

If the notebook doesn't 
shut down when you ex- 
pect it to, check the Power 
settings in the Windows 
Control Panel. 

Display problems almost 
always require a technician 
or replacement, but make 
sure the screen saver isn't 
set to Blank. 

CD/DVD drives can fail, 
but improperly seated 
discs and dust are solvable 
problems. 



J 



problem is ventilation, that is easily 
fixed by ensuring the notebook's 
vents are exposed. If you suspect 
an internal problem, listen for fan 
noise when running intensive pro- 
grams; if you hear constant or loud 
fan noise, give the notebook a break 
and take it to a technician at the 
next opportunity. 

>- SHUTDOWN ISSUES 

If you recently installed new soft- 
ware or hardware and your com- 
puter won't shut down normally, 
it is possible that a driver or a pro- 
cess related to the new addition is 
causing the problem. Uninstall the 
new software or hardware. If your 
computer shuts down normally, 
you can consult the developer/ 
manufacturer for a possible solu- 
tion to the installation problem. If 
Windows doesn't shut down when 
you expect it to, the solution may 
be as simple as adjusting your 
power settings. Right-click the bat- 
tery icon in the System Tray and 
select Power Options. Tweak such 
settings as Choose What Closing 
The Lid Does. 

> INABILITY TO POWER UP 

A dead notebook — one that fails to 
start (no BIOS messages) when you 
press the power button — could be the 
result of a number of things. 

Battery problem? Check to see if 
the notebook starts when you plug it 
into the AC adapter. If so, the battery 
is likely faulty. Remove the battery 
and replace it, making sure nothing 
is blocking the connectors. If that 
doesn't help, see if your notebook has 
a battery testing feature, such as HP's 
Battery Check. 

Any sign of life? Now, is the note- 
book entirely dead? Press the power 
button on the notebook and check 
for auditory and visual clues. Does 
the power light come on? If so, the 
machine is getting power. If not, 
then your AC adapter and/or bat- 
tery may be faulty. Use a compatible 
AC adapter and see if you can start 



the machine; if so, leave the adapter 
plugged in to make sure the battery 
charges correctly. 

> DISPLAY PROBLEMS 

If the display is dim or goes blank 
unexpectedly, check the power op- 
tions mentioned previously. Power 
saving modes can cause these be- 
haviors. Also, ensure that your 
screen saver is not set to Blank. 
For a blank display on boot, or if 
the previous solutions don't help, 
shut the system down and plug in 
an external monitor. If the external 
monitor display works, the note- 
book's video display may be faulty 
(this is rare unless there is visible 
damage). It's also possible a con- 
nection may be loose or damaged. 
If an external monitor doesn't 
work, the video adapter/chip may 
be faulty or unseated. If the display 
is scrambled or fails over a long 
period of operation, one or more 
of your memory chips may have 
failed or the video processor may 
be overheating. Video failure can 
also occur when the entire note- 
book overheats. If the display looks 
like there is liquid spreading out, 
it probably needs replacing. 

>- FAILED CD/DVD DRIVE 

If your drive is removable, make 
sure it is properly seated. Consult 
the drive's documentation if neces- 
sary. (This information is often avail- 
able in the Support section of the 
notebook manufacturer's website.) 
You also may want to purchase a 
cleaner kit and clean the drive ac- 
cording to its instructions. 

> SERVICE IT 

Many of these solutions direct you to 
the service manual. Notebooks vary 
in configuration, making it impos- 
sible to provide generic instructions. 
Search for a service manual for your 
specific notebook model. If you are 
not comfortable with or can't find in- 
structions for repairs, seek profes- 
sional assistance. 



PCToday / December 201 2 71 



Lenovo® recommends Windows 8. 



IT TWISTS. IT BENDS. 
IT FOLDS. IT SPINS. 
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Available at Staples 
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INTRODUCING THE LENOVO® THINKPAD® TWIST 

ULTRABOOK™. INSPIRED BY INTEL®. POWERED BY INTEL® CORE™ i5 PROCESSOR. 
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